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CHAPTER 2
INFORMATION TECHNOLOGY Costs

A. Introduction

1. Scope and Purpose

The purpose of this chapter is to demonstrate that Pacific Gas and Electric Company’s (PG&E or the Company) expense and capital expenditure forecasts for managing its information technology (IT) programs are reasonable and should be adopted by the California Public Utilities Commission (CPUC or Commission).  This chapter covers IT programs managed by the Information Systems Technology Services (ISTS) organization.  The programs addressed in this chapter are:  Computing Systems; IT Device and Network Management; IT Security Risk Management (SRM); and Telecommunications Business Development.  As described below and in Part H, these IT programs are essential to providing safe, reliable and responsive service to PG&E’s customers, and support the full range of PG&E’s business processes.

The Computing Systems Program provides end-to-end management of IT solutions for business applications.  This includes development and implementation initiatives, ongoing maintenance and support, and lifecycle replacement strategies for business applications and the hardware/software infrastructure upon which they reside.
The IT Device and Network Management Program plans, develops, operates and maintains PG&E’s e-mail (or back office) and remote systems, voice systems, data networks, and telecommunication systems.

The IT SRM Program manages, implements, monitors, and enforces IT security policies and controls across PG&E’s organizations.

The Telecommunications Business Development Program generates revenue for PG&E based on secondary uses of utility assets.  The principal focus of this program is on the telecommunications industry, specifically the wireless and wireline businesses.
Cost drivers that are common to these programs include:

 Infrastructure obsolescence, where the infrastructure is no longer aligned with other technology needed to support business requirements;

 Repair costs, where an aging infrastructure becomes increasingly costly to repair due to lack of vendor support and parts availability, and threatens PG&E’s ability to adequately support its business requirements;

 Reliability, where the reduced reliability of aging infrastructure threatens PG&E’s ability to respond to both normal and emergency operating needs;
 Responsiveness to customer and business needs, where more complex billing requirements, higher customer expectations, and the increasing use of the Internet as a business tool place higher demands on IT to provide support and solutions; and
 Increasing information security requirements needed to meet the ongoing security threat and to comply with federal and state laws and regulations.

2. Summary of Dollar Request

IT program costs are included in the revenue requirement calculation in four ways:  (1) as administrative and general (A&G) expense for the organization (Chief Information Officer Immediate Office) within ISTS that charges to A&G; (2) as A&G expenses within the major work categories (MWCs) managed by ISTS; (3) as operations and maintenance (O&M) expenses and capital expenditures within the MWCs managed by ISTS; and (4) as costs that ISTS direct‑charges to other organizations.  Although this chapter describes all four items, only the costs described in items 1, 2, and 3 are requested in this chapter.  Further, although ISTS provides IT services for the entire Company, the 2007 O&M expense and capital expenditures presented in this chapter include only the costs that directly support the distribution function.

The need for and the costs of distribution-related activities that ISTS directly charge to other organizations (Item 4) are included in the capital and expense estimates of other program managers and are not requested here.

PG&E requests that the Commission adopt its 2007 A&G expense of $763,000 for the organizations within IT that charge to A&G.  The departments’ costs are displayed in Tables 2–18 to 2–20 at the end of this chapter.[
]
PG&E also requests that the Commission adopt its 2007 forecasts of $80.9 million of A&G expense and $59.2 million of electric and gas distribution O&M expense for its IT programs.  The A&G expenses are displayed in Tables 2–12 to 2–14 at the end of this chapter.  The O&M expenses are displayed in Tables 2–15 to 2–17 at the end of this chapter.

PG&E requests that the Commission adopt its capital expenditure forecasts for its IT programs of $50.3 million for 2005, $69.6 million for 2006, $66.5 million for 2007, $52.3 million for 2008, and $49.2 million for 2009 to replace obsolete equipment and upgrade critical infrastructure needed to improve the efficiency of operations.

3. Support for Request

PG&E’s expense and capital expenditure requests for IT are reasonable and justified because the Company:

 Maximizes the life of technology to effectively support the operations of the business using proven technologies;

 Efficiently manages both the expense and capital dollars spent on IT assets through the use of centralized program management; and

 Continues to improve its performance results as measured by benchmarking against accepted standards and competitive alternatives.

4. Organization of the Remainder of This Chapter

The remainder of this chapter is organized as follows:

 Estimating Method;

 How Information and Telecommunications Technology Supports PG&E’s Business;

 PG&E’s Core Business Now and During the Next Five Years;

 Overview of the ISTS Strategic Plan;

 Program Management Process;

 Description of Major Work Categories;

 Information Technology Programs;

 Miscellaneous Information Technology Costs;

 Translation of Program Expenses to FERC Accounts; and

 Cost Tables.

B. Estimating Method

PG&E forecasts IT capital expenditures and expense using different methods.  For capital expenditures, PG&E used a combination of assessments of business requirements which depend on the technology, specific work identified by field personnel, focused program equipment replacements, and carry‑over from multi‑year projects.  Individual capital projects were estimated separately based on the scope of work identified as necessary to satisfy the business requirements.

For the expense estimates, PG&E assessed business priorities and risks to derive the incremental increase above the historical level of O&M IT infrastructure expenditures.

C. How Information and Telecommunications Technology Supports PG&E’s Business

PG&E’s core business is natural gas and electricity delivery.  ISTS plans, develops and operates the information and telecommunication systems that enable PG&E to meet its core business objectives.

Information systems and technology support PG&E’s business vision by improving information and knowledge flow, improving service quality, reducing cost, increasing productivity, and facilitating organizational and business responsiveness.  To accomplish these goals, PG&E’s employees have access to a large internal telecommunications network that supports the Company’s computing, operation, control, voice and data systems.  This network incorporates numerous devices (such as fiber, microwaves, servers, switches, etc.) and communications media into a complex, efficient system, which is seamless to users, no matter where they are in PG&E’s service territory.  The requirements of PG&E’s operational systems (e.g., the electric transmission system that relies on the communications network for monitoring and control) are such that this network must be more reliable than standard public networks.

Similarly, employees have access to a large standardized collection of office productivity tools, such as e-mail and the Microsoft Office product family.  The PG&E intranet has supplemented or replaced many older methods of information sharing for most employees.

Several large corporate software applications are critical to PG&E’s core business.  These include the:

 Customer information system (CIS);

 Materials ordering, work and asset management, financial and management accounting system (SAP);

 Payroll and other human resource systems; and

 Real‑time systems in the operating departments.

PG&E’s networks, systems, and software have evolved with the new technology products that vendors are continually bringing to the market.  PG&E has kept up with the marketplace, adopting new technology where it is cost‑effective to do so while retaining existing systems still capable of supporting productivity and service quality.

D. PG&E’s Core Business Now and During the Next Five Years

One of the responsibilities of ISTS is to monitor the IT product market for applicability to PG&E’s business needs.  One of the greatest challenges is to select from among thousands of products those specific products that can improve PG&E’s delivery of electric and gas service, its core business function.  PG&E must also be able to integrate a product effectively into its IT infrastructure.  This is a challenge given the size, scale and complexity of PG&E’s electric and natural gas business functions compared to most other businesses, including other utilities.

PG&E is under increasing pressure to reduce its costs.  Additionally, with electric supply choices available to customers, PG&E must expand its interaction with multiple parties.  Other significant drivers affecting PG&E’s costs will be increases in customer demand for options, and in regulatory requirements for safe and reliable service.

Customers’ increased reliance on technology means that PG&E must improve the performance of its electric and natural gas systems and enhance the speed of service and quality of information available to customers.  PG&E’s information technology already plays a key role in meeting system performance needs and providing service and information flows within the Company and among its customers and other stakeholders.  PG&E must continue to build and maintain reliable information and control systems that monitor and control natural gas and electric operations.  These systems, which support PG&E’s key infrastructure, not only have to be maintained as existing assets, but they must periodically be overhauled and replaced because of their age and to satisfy added demands and requirements.

Continuing upward cost pressures drive the Company to continue to improve productivity.  Information technologies are essential to increasing productivity, for example, through enhanced information access and work process automation.  Also, the major changes across business processes that PG&E will have to make in the years ahead can only be accomplished with strong IT support.

E. Overview of the ISTS Strategic Plan

ISTS has developed a strategy to provide safe, reliable, responsive, and cost-effective service into the future.  The key elements of this strategy are:

 Consolidation;

 Standardization; and

 Integration.

Below is a description of how these key elements are represented in PG&E’s information technology decision‑making and how they contribute to the achievement of the Company’s business goals.

1. Consolidation

One objective of the IT strategy is to support consolidation of hardware and software.  New information systems are designed to be compatible with existing systems that support overall business needs.  However, it makes good business sense to consolidate information technology activities and thereby lower overall IT support costs.

As part of this consolidation, ISTS manages the existing software application portfolio to retire, decommission, extend the useful life of, or consolidate applications where possible and/or replace them with commercial-off-the-shelf applications or similar packages.  The intent is to reduce the overall number of applications over time.

2. Standardization

Another of the key objectives of the IT strategy is to define, establish and implement IT standards across the utility for IT products, services, processes and technology.  Standardization includes pursuing developments in vendor offerings or new technology that enable the use of “standard” components or systems in place of customized solutions.  Using commercial off-the-shelf applications/components to build information systems will give PG&E access to the enhanced capabilities that vendors often bundle with such commercial products.  In addition, this will lower overall IT support costs by minimizing customization of application systems.
3. Integration

A third objective of the IT strategy is to maximize integration among application systems to support more data sharing.  Integration enables data sharing and lowers overall IT support costs.

F. Program Management Process

PG&E manages its IT expense and capital expenditures through a centralized program managed by the IT program sponsor, who is the vice president and chief information officer.  Each IT program has a separate program manager who has responsibility for both expense and capital expenditures.

There are two specific advantages to using a program management approach.
First, under a program management approach, there is greater attention to business priorities.  For example, as internet support requirements have increased, resources for planning and implementing infrastructure can more readily be channeled to that technology and away from relatively lower priority requirements.  The planning process ensures that the lower priority requirements are scheduled when the work can be accomplished with minimum impact on PG&E operations.  Similarly, where there is a need to support a specific large software application change, the desktop program manager can direct personal computer (PC) replacement resources to users of the new application who need the greater computing power of a new PC and away from other PC users who can continue to use older, less robust PCs on a temporary basis.  The planning process ensures that the users whose PC replacement was put on temporary hold will receive priority when normal replacement resumes.

Second, centralized program management provides better cost management.  In the IT Device and Network Management Program, centralized purchasing of computers in large quantities achieves the lowest costs when competitively bid.  Purchasing more standardized products in bulk ensures that PCs will support the software applications used by PG&E.  Desktop support requirements that result from mismatches between application software and operating systems or hardware are minimized through careful planning.  Similarly, centralized planning and purchasing of radio technologies enables equipment to be purchased at the lowest cost through competitive bidding of larger quantities.  Field crews then have standardized communications equipment that improves operational efficiency.

G. Description of Major Work Categories

The following Table 8–1 displays the MWCs that the IT programs manage.

Table 8‑1
Pacific Gas and Electric Company
Information Technology
Major Work Categories

	Line No
	MWC
	Title

	1
	Expense
	

	2
	BJ
	Operate Computer and Network Systems

	3
	EL
	New Product Expense

	4
	FM
	Manage Information Technology

	5
	Capital
	

	6
	01
	IT Desktop Computers

	7
	02
	IT Voice Communications

	8
	03
	Office Furniture & Equipment

	9
	05
	Tools and Equipment

	10
	53
	IT Applications

	11
	77
	IT CIS Infrastructure Enhancement

	12
	85
	IT Infrastructure 

	
	
	


These MWCs are discussed below.

1. Expense MWC BJ – Operate Computer and Network Systems

MWC BJ covers the operation, maintenance, and support of the following infrastructure:

 Enterprise computing including data centers, consolidated application servers, and data storage;

 Backbone telecommunications transmission systems including hard‑wired, microwave, and fiber optics;

 Communications multiplexing and switching systems;

 Intranet and internet infrastructure including routers, switches and hubs, and wiring;

 Telephony, including PBXs, tandems, and workstation instruments;
 Repair of radios including base stations, mobile, and handheld, consoles, circuit leases, and technical support center personnel; and
 Information security functions necessary to protect PG&E’s information assets such as customer and employee personal information as well as the operational integrity of the IT systems.
This MWC is managed as part of the Computing Systems, IT Device and Network Management, and IT Security Risk Management Programs.

2. Expense MWC EL – New Product Expense
MWC EL covers certain non‑traditional uses of PG&E’s assets to derive revenues obtained from certain business opportunities that PG&E has been pursuing.  These new products and services include, but are not limited to, the installation of fiber optic cable on PG&E’s electric distribution system.

This MWC is managed as part of the Telecommunications Business Development Program.

3. Expense MWC FM – Manage Information Technology

MWC FM includes the planning, selection, and implementation of software applications that do not meet capitalization requirements and are used to support business processes, as well as operation and maintenance of existing business applications.  This MWC is managed as part of the Computing Systems Program.

4. Capital MWC 01 – IT Desktop Computers

MWC 01 includes the planning, selection, and implementation of desktop computer requirements for all of PG&E’s business areas.  This includes personal computers, laptop computers, e‑mail/file/printer servers, and other peripheral devices such as monitors and printers used by PG&E employees.  This MWC is managed as part of the IT Device and Network Management Program.

5. Capital MWC 02 – IT Voice Communications

MWC 02 includes the planning, selection, and implementation of telephony and radio communications infrastructure, voice‑mail systems, and interactive voice response units required to support gas operations, electric operations, power generation and general communications requirements of PG&E’s business processes.  This MWC is managed as part of the IT Device and Network Management Program.

6. Capital MWC 03 – Office Furniture & Equipment
MWC 03 includes office furniture and equipment needed to support personnel in the maintenance of telecommunications and computer systems.  This MWC is managed as part of the IT Device and Network Management Program.

7. Capital MWC 05 – Tools and Equipment

MWC 05 includes tools and equipment needed for maintenance of telecommunications and computer systems.  This MWC is managed as part of the IT Device and Network Management Program.

8. Capital MWC 53 – IT Applications

MWC 53 includes the planning, selection and implementation of software applications used for business applications.  This MWC is managed as part of the Computing Systems Program.

9. Capital MWC 77 – IT Customer Information System (CIS) Infrastructure Enhancement

MWC 77 includes hardware for CIS.  ISTS assumes the technical responsibility for operating and maintaining the system, and enhancing it where necessary.  This MWC is managed as part of the Computing Systems Program.

10. Capital MWC 85 – IT Infrastructure

This MWC includes the planning, selection, and implementation of application servers, data storage systems, backbone telecommunications transmission systems including microwave and fiber optics, and intranet and internet infrastructure including switches, hubs, and wiring.  This MWC is managed as part of the Infrastructure Program.

H. Information Technology Programs

1. Computing Systems Program

a. Program Objectives and Goals

The Computing Systems Program’s objectives are to:  (1) maintain and operate technically sound and cost efficient computing systems that support the Company’s business processes; and (2) provide guidance and leadership in the development and management of relevant standards, policies, and procedures for the computing architecture that will support the Company’s business processes.
To accomplish these objectives, the program has the following goals:  (1) to manage and maintain existing ISTS supported business applications and associated computing infrastructure, lowering unit costs, and increasing business satisfaction; (2) to integrate new business needs into the current computing systems with a clear line‑of‑sight to the business area responsible for increases in ongoing costs; (3) to sponsor and manage initiatives that provide guidance and leadership in the development and management of relevant standards, policies, and procedures for the computing architecture that will enable the Company’s business processes; and (4) to identify the business decisions that increase or decrease computing costs, and accurately quantify those costs.

b. Program Scope

The focus of the Computing Systems Program is end-to-end management of IT solutions for existing business applications.  This includes development and implementation initiatives, ongoing maintenance and support, and lifecycle replacement strategies for business applications and the hardware/software infrastructure upon which they reside.
c. Customer Information System
PG&E’s billing and customer information system (CIS) is hardware and software operated and maintained by ISTS.  The major software component is a proprietary billing and customer information application called CorDaptix (CDx).  CDx is an off-the-shelf package application owned by SPL Worldgroup (SPL) that SPL has customized to satisfy the PG&E-specific business requirements that are not included in SPL’s standard commercial package.  PG&E completed the installation of CDx in December 2002 and has been operating and maintaining it since.
CDx is PG&E’s billing system of record.  It facilitates the management of PG&E’s relationship with its customers by calculating accurate customer bills on schedule, recording revenue and maintaining customer accounts.  It also provides real-time customer-related information to PG&E’s customer service and field personnel.  ISTS operates and maintains CDx on behalf of PG&E’s business units who “own” the system and direct its use.

The billing function is not the only function that CDx performs, but it is one of the most important.  The billing function requires billing calculation algorithms that reside in a component of CDx called “soft tables”.  The “soft tables” are maintained by CIS staff.  From time to time the soft table structure requires modification; SPL is responsible for such structural changes.  The billing function also requires numerous external data inputs; for example, CDx receives meter reads from an external application through an interface.  (An interface is a programmed link between CDx and an external application.  Data may flow to CDx from an external application or from CDx to an external application.  PG&E designed, developed, tested and installed the more than 70 interfaces between CDx and external applications).  PG&E operates and maintains all of the interfaces that provide data to CDx or that provide data to other applications from CDx.  Rate values are not provided via an interface; the Rates Department provides a rates file that is loaded into the soft tables manually.

(1) CIS O&M 
CIS O&M can be broken into three parts: operations, maintenance, and enhancements.

(a) Operations
PG&E processes data for billing every day of the year in CIS.  PG&E produces bills six days a week, running CIS on a 24-hour clock, with specific mainframe batch “jobs” scheduled to run at specific times.  Daily operation of CIS consists largely of managing the billing-related batch “jobs” in the mainframe processing queue.

(b) Maintenance
Maintenance is either routine or non-routine.  Routine maintenance is the scheduled work associated with the day‑to‑day performance of the application and its interfaces, or with routine updates of soft table data.
Non-routine maintenance occurs when a CDx user or operator reports unexpected, unsatisfactory performance of the application that cannot be resolved immediately.  The affected user or operator creates an incident report that describes the problem encountered.  Incident reports are resolved or deferred according to their impact on future performance and the needs of the business units.  Depending on their cause, incident reports may be resolved by SPL or PG&E with new or modified code which is staged for testing and installation to production.

(c) Enhancements
An enhancement is new programming that provides new functionality.  CDx, its interfaces or databases are enhanced for three reasons:  (1) to meet a new business need; (2) to improve an existing business process; or (3) to enable CDx to execute a regulatory order.  The costs of meeting new business needs or improving existing business processes are borne by ISTS’s business clients and are not included or described further in this testimony.  ISTS pays the costs to design, develop, test and install functionality that enables PG&E to perform the billing functions to meet a regulatory order.  This work and these costs are described in this chapter in the Security Risk Management Program section.

(2) O&M Expense Forecast

table 2-2
Pacific Gas and Electric Company
cis o&m expense forecast
($000)
	Line No.
	MWC
	Title
	2004 Recorded Adjusted
	2005
Forecast
	2006 Forecast
	2007 Forecast

	1
	BJ
	Oper Computer & Network Sys
	58,618
	45,650
	44,523
	48,531

	
	
	
	
	
	
	


The CIS O&M expense forecasts are included in MWC BJ.  For 2007, expenses are forecast to be $48.5 million, which is a $10.1 million decrease from the 2004 recorded adjusted expenses.

Changes From 2004 to 2005 and 2006 – The scope of the program budget changed from 2004 to 2005.  In 2005, the following changes went into effect:

 Staff and funding for the Business Architecture group was transferred to Utility Operations; and
 Some of the staff and budget of ISTS was transferred to a Business Transformation effort concerning the upgrade of CDx to SPL’s newest version, including replatforming.
These changes do not affect routine O&M expense or enhancement costs.  ISTS estimates that those costs will remain approximately the same as in 2004, adjusted for inflation.

Anticipated Changes in 2007 – The upgrade of CDx to version 1.5 will impose additional costs in 2007 relative to the 2006 forecast.  However, should the Commission approve the CDx version 1.5 upgrade as part of the Advanced Metering Infrastructure (AMI) application, then the 2007 expense forecast decreases by $2.6 million.[
]
(3) Capital Forecast 

table 2-3
Pacific Gas and Electric Company
CIS Capital FORECAST 
($000)
	Line No.
	MWC
	Title
	2004 Recorded
	2005 Forecast
	2006 Forecast
	2007 Forecast
	2008 Forecast
	2009 Forecast

	1
	77
	IT Customer Information   System (CIS) Infrastructure   Enhancement
	10,093
	6,533
	250
	11,179
	2,091
	700

	
	
	
	
	
	
	
	
	


PG&E plans to expend $20.8 million on capital investments to its customer information system for the period 2005 – 2009.

Anticipated Changes in 2005 and 2006 – In 2005, ISTS anticipates that capital expenditures of $6.5 million will be spent to upgrade the CIS infrastructure to accommodate growth.  The existing input/output, storage, and reporting systems infrastructure will all be upgraded.  This is a $3.6 million decrease from 2004 expenditures.  The capital expenditure amount will further decrease to $0.25 million in 2006.

Anticipated Changes in 2007, 2008, and 2009 – ISTS anticipates that capital expenditures in the amounts of $11.2 and $2.1 million will need to be made in the years 2007 and 2008, respectively, primarily due to the need to upgrade the infrastructure to support the upgrade to CDx version 1.5 should this effort not be approved in PG&E’s AMI application.  Should the Commission approve the CDx version 1.5 upgrade as part of the AMI application, then the capital expenditure forecast decreases to $0.4 and $0.25 million, respectively.

The infrastructure expenditures are anticipated to decrease to $0.7 million in 2009 to support anticipated growth and support the lifecycle upgrade of the Reporting Solution System Infrastructure.

d. Non-CIS Utility Applications

The non-CIS Utility Applications portion of the program deals with the end-to-end management of IT solutions for existing business applications other than CIS.  This involves creating and managing end‑to-end computing costs and services within portfolios that match business processes.  This enables a holistic understanding of the business and impact of business requirements.

One such portfolio involves the SAP application.  This portion of the program provides reliable and cost-effective centralized control and monitoring of SAP, as well as maintenance of pre- and post‑production SAP environments.  This effort involves providing 24 x 7 hour coverage for SAP and SAP-related applications to ensure a stable environment for the over 6,000 SAP users, including centralized control of change management and role authorizations, monitoring of batch and on-line processes, and maintenance of pre- and post-production environments.
In addition to supporting SAP, this portion of the program provides a variety of technical resources for software development and support.  It can provide clients with technical support to develop an application, web, or database product and maintain it from development to retirement stages.  It offers on-demand administrative and project management staffing services to support technical projects in an expedient and cost-effective manner.  And lastly, it provides information research services and communication consulting services to effectively target and communicate information to the right audience.
Some of the areas supported include:
 Information technology strategic planning;
 IT application program management;
 Business case development;
 Program management for business process change;
 Planning business unit funding for IT development and support;
 Project management and coordination;
 Research and consulting services;
 Problem solving and troubleshooting support; and
 Strategic planning.
Below are some of the initiatives which the program is currently working on:

Business Requirements – Assist the lines of business with analysis of how much their business costs could be lowered through an appropriate balance of IT application retirements consolidations, or transformational changes.

Storage Management – Provide a common storage infrastructure to increase existing storage asset utilization, lower administration resource requirements and lower storage purchase cost.

Server Capacity Management – Provide a common server environment for NT-based applications that will lower company net purchase, installations, and O&M costs.  This effort will reduce the number of servers required by implementing a consolidated application server farm.

HR Payroll Replacement Project – This project proposes to replace approximately 40 current HR and payroll legacy systems and transfer the functions of these systems to a single SAP platform.  The project will configure and deploy these functions within the Human Capital Management (HCM) module of SAP.  The HCM module is included in PG&E’s current SAP software license.

(1) A&G and O&M Expense Forecast

table 2-4
Pacific Gas and Electric Company
non-cis Utility applications a&g and o&m expense forecast
($000)
	Line No.
	MWC
	Title
	2004 Recorded Adjusted
	2005
Forecast
	2006
Forecast
	2007
Forecast

	1
	BJ (A&G)
	Oper Computer & Network Sys (A&G)
	7,042
	28,527
	40,950
	32,758

	2
	FM (A&G)
	Manage Info Tech (A&G)
	1,576
	1,773
	1,951
	1,950

	3
	FM (O&M)
	Manage Info Tech (O&M)
	4,231
	1,855
	1,843
	1,843

	4
	
	Totals
	12,850
	32,156
	44,744
	42,778

	
	
	
	
	
	
	


The non-CIS Utility Applications O&M Expense forecasts are included in MWC BJ.  For the test year 2007, expenses are forecast to be $36.5 million, which is a $23.7 million increase from the 2004 recorded adjusted expenses.

Changes From 2004 to 2005 – In 2005, there are significant increases to forecasted spending.  These are attributable in part to project costs associated with upgrading and enhancing the current environment such as the HR Payroll Replacement Project.  In addition, operations and maintenance costs have increased to address increased demand and growth and improved user interfaces and processes.

Anticipated Changes in 2006 and 2007 – There is a significant increase in the 2006 forecast primarily due to the Shared Web Environment Infrastructure.  ISTS is anticipating spending $9.2 million to support this effort in 2006.

In addition to the Shared Web Environment Project, ISTS will also be implementing efforts to address disaster recovery for critical applications as well as the EDMS Replacement project in 2006 and 2007.

(2) Capital Forecast 
The primary technologies covered by the capital portion of the program possess similar attributes, which contribute to the need for capital expenditures.  Several critical issues affecting capital investment decisions are:

 Age and obsolescence;

 Increasing cost of repair and replacement;

 Decreasing reliability and availability; and
 Increasing need for disaster recovery services.

These factors affect capital expenditures as follows:
Ongoing Business Investment Drivers – Daily customer service, billing and electric and gas operations continually change and add data, which must be processed and stored.  This continual increase in data volume coupled with application growth and escalating vendor license fees drive PG&E’s projected cost increases for this program.  Continual capital investment in the IT infrastructure must be made to keep it current and functional.

Computers and data storage systems become obsolete over time and can no longer effectively satisfy the increasing computational and data storage requirements.  Repair costs go up because warranty coverage expires and equipment may no longer be supported by the manufacturer.  Finally, reliability is reduced because the electronic and mechanical components have reached the end of their useful life.

New Applications/Business Process Change Investment Drivers – New applications are added to meet regulatory, legal, and business requirements.  Additional applications drive increased capital investment costs and ongoing O&M expenses.

Disaster Recovery – The Disaster Recovery Plan provides for the facilities and telecommunications infrastructure at the Fairfield and San Francisco Information Operations Centers to support reciprocal disaster recovery for each site’s business critical applications.

Disaster recovery yields many benefits.  First, it minimizes the unavailability of customer service and revenue‑generating applications, non‑productive labor costs, and costs associated with fines and lawsuits for applications required by state and federal mandates.  In addition, strong disaster recovery capabilities reduce the Company’s exposure to stock devaluations and loss of customer confidence and business.  Finally, internal company operated and managed disaster recovery diminishes dependency on vendors for disaster recovery support and provide for complete control over the recovery environment.  PG&E has found that many leading large companies have adopted this strategy of internal company disaster recovery.

table 2-5
Pacific Gas and Electric Company
non-cis utility applications capital forecast
($000)
	Line No.
	MWC
	Title
	2004 Recorded
	2005 Forecast
	2006 Forecast
	2007 Forecast
	2008 Forecast
	2009 Forecast

	1
	53
	IT Applications
	256
	89
	273
	1,672
	422
	587

	2
	85
	Manage Info. Tech.
	9,887
	24,522
	23,095
	12,972
	12,694
	12,316

	3
	
	Totals
	10,142
	24,611
	23,368
	14,644
	13,116
	12,903

	
	
	
	
	
	
	
	
	


PG&E plans to expend $62.6 million on capital investments to the non-CIS Applications Infrastructure for the period 2005 – 2007.

Changes From 2004 to 2005 and 2006 – In 2005, capital expenditures in this area increase by $14.5 million over 2004 amounts primarily due to the HR Payroll Replacement Project.  ISTS anticipates that this project will incur $14.9 million in expenditures in 2005.

Anticipated Changes in 2007, 2008, and 2009 – Overall capital expenditures are expected to decrease in 2007, 2008 and 2009 from 2006 levels as the HR Payroll Replacement Project reaches completion.  

2. IT Device and Network Management Program

a. Program Goals

The IT Device and Network Management Program’s objective is to effectively manage and strategically plan expense and capital investment associated with operating and maintaining IT devices and networks supporting PG&E’s service delivery.

To accomplish this objective, the program has the following goals:  (1) maintain high availability, reliability, and performance of voice, radio, data, and telecommunication systems required to support PG&E’s service delivery; (2) improve cost performance by balancing reactive maintenance, proactive maintenance, service levels, and investment decisions; (3) anticipate and meet emerging business demands with the right technologies; and (4) protect Company resources from unauthorized access.
b. Program Scope

The focus of this program is the planning, operation, maintenance, and capital investment for PG&E’s e-mail (or back office) and remote systems, voice systems, data networks, and telecommunication systems.  To effectively manage these investments, the program is subdivided into two major areas:  (1) the common desktop environment and communication tools; and (2) the supporting network infrastructure.
c. Program Initiatives

(1) Common Desktop Environment and Communications Tools

The common desktop environment and communication tools portion of the program includes several initiatives.  These are:

 Manage the desktop and radio hardware lifecycle;

 Establish software and hardware standardization;

 Provide support services;

 Provide remote access services;

 Provide mobile computing services;

 Provide remote meeting services; and

 Provide commercial cost services.

(a) Manage the Hardware Lifecycle

Each hardware asset (radios, telephones, PCs, laptops, monitors, printers and servers) must be managed from “cradle to grave” to gain the best cost and business value.  The lifecycle of this equipment can be broken down into multiple steps or phases:

 Purchasing;

 Deployment;

 Maintenance, repair, and support services;

 Redistribution; and

 Retirement.

During each phase of the lifecycle, there are various ways to manage costs, increase speed of delivery or service, and increase quality of service.  The program manages all aspects of the asset’s lifecycle.  The program will continue PG&E’s existing practice of buying assets through competitive bidding, deploying assets in a timely fashion so they provide immediate value to the business, resolving problems quickly and with high‑quality solutions, redistributing assets when no longer needed, and retiring assets when they are no longer of value to PG&E.

(b) Establish Software and Hardware Standardization

PG&E defines software and hardware standards for the desktop, messaging, file/print, and remote access services it provides.  Messaging, file/print, and remote access services are tightly controlled through the use of these standards.  The desktop hardware is standardized on Intel‑based computers, which allows for bulk purchasing of PCs, monitors, and laptops.  The desktop operating system and office suite is standardized on Microsoft products.

However, various versions of the operating system and office suite software are deployed due to the various ages and capabilities of the PC and laptop hardware.  This causes problems with document sharing among lines of businesses.  The incompatibilities also require more user support, and additional software images to be developed and maintained.

Thus, it is important for PG&E to continue to replace desktop assets in a timely cycle, usually driven by vendor software upgrades, so that a common and standard software image can be maintained.  Software improvements also tend to take advantage of newer hardware improvements.

(c) Provide Support Services

The program is also responsible for providing end‑user support for desktop, messaging, file/print, and remote access hardware and software.

In most cases, the first call for problem resolution and consulting goes to the technology help desk.  Analysts create service tags, attempt to resolve the user’s problem, and dispatch field personnel, if necessary.  All support personnel use the same knowledge based system to obtain problem resolution tips, guidelines, and policies, which ensures consistency in quality of services.

Metrics are applied to measure the quality of services provided and the costs of those services.  Results are compared with benchmark information to determine effectiveness and cost competitiveness.  At this time, PG&E’s costs are comparable to many external help desk operations, while maintaining a high first call resolution, high overall client satisfaction, and a fast time to answer.

(d) Provide Remote Access Services

The program has created and manages diverse methods of remote access based on the business needs of the company and the different user classifications needing a remote access solution.  It will continue to explore the use of the Internet and high-speed broadband facilities to provide these connections to protected PG&E data resources and networked infrastructure.

The remote access connections provide reliable, secure, low-cost service.  Current remote access solutions are clearly identified, marketed for particular user classes, and have an associated life cycle for use in the company.
The short-term strategy is to migrate the remaining dial-up networking (DUN) and integrated services digital network (ISDN) users to Virtual Private Network (VPN) and Citrix based computing services.  The migration plan will ensure that PG&E will improve its security through limiting remote node access and implementation of two-factor authentication.  This will also permit the use of broadband technologies to improve the performance of remote systems.  This strategy will continue to reduce the telephone usage costs associated with the 800 dial‑in and direct dial access services by stressing internet connectivity.
The software VPN service will work over dial-up as well as broadband, will not require a hardware firewall, and is therefore portable.  It is intended for use on any PG&E-owned Windows 2000/XP PC used at home or anywhere off-site.  Software VPN will also use a type of token authentication for security.

The long-term strategy will be to reduce the number of remote access methods to the best technology solution that will support the greatest number of a diverse user community.  The migration strategy will strive to provide a process to allow business partners, contractors, and agency contractors secure, low cost access to PG&E’s utility network and reduce the overall cost of remote access usage charges and support.

(e) Mobile Computing

Today's work environment now places a greater emphasis on mobility, with an increasing number of workers using portable computing devices to work outside of the office.  The proliferation of small, lightweight handheld computing devices over the past seven years has gradually affected a shift of computing power from desktops to briefcases, backpacks, and pockets.  Technological advances within the past three years have resulted in a greater number of devices that are wirelessly enabled.

With regards to a hardware strategy, the primary objective is to standardize mobile computer hardware that will satisfy a variety of business needs.  Additional objectives include:  (1) reducing support costs by testing equipment to establish standard hardware configurations; (2) providing continued support for the technology life cycle to ensure the best, most appropriate, and up-to-date hardware systems are available; (3) managing vendor relations to maintain an advantageous position for product evaluations, product price, and associated support services; and (4) streamlining the acquisition process by establishing in-house materials codes where applicable.  All of these measures support budget conscious, efficient hardware implementation.

(f) Remote Meeting (E-Conferencing)

With an increasing focus to improve efficiency and lower costs, the utility business is demanding more remote access capabilities, including the ability to conduct meetings in which attendees participate from remote locations.  Currently, PG&E provides audio conferencing with in-source and outsource options.

(g) Commercial Cost Services

This program provides cellular phone, pager, long distance and local phone, and leased line services to the business.  Currently, the program is in the process of reducing these costs by reducing the number of service providers and negotiating better rates with the remaining ones.  Other cost reduction efforts include consolidating pager service and cell phones.  In addition, the program is reevaluating the number of direct phone lines in use and disconnecting unneeded lines where appropriate.

(2) Telecommunications Network Infrastructure

The telecommunications network infrastructure portion of the program involves several primary technologies.  These are:

 PBX Telephony Systems;

 Voice-Mail Systems;

 Radio Systems;

 Data Network;

 Transmission Network; and

 Operational Data Network.

Some of the critical issues affecting these technologies are described below.

(a) PBX Telephony Systems

Of the 121 PBX systems owned and operated by PG&E, 91 are obsolete.  These systems are no longer supported by the manufacturer and require significant capital expenditures over the next ten years to maintain voice system integrity and reliability.  Of the total PBX systems, 14 percent are between 1 and 5 years of age, 11 percent are between 6 and 10 years old, and 75 percent are in excess of 11 years of age.  The average lifecycle for replacement of PBX systems is eight to ten years for the gas and electric utility industry.  PG&E will replace the high priority PBX systems based on a consideration of business priorities for safety, emergency response, lack of vendor support for the hardware, operational support for gas and electric operations, and operational support for other lines of business.

(b) Voice Mail Systems

Of the 80 voice-mail systems within PG&E, 55 nodes have been used effectively to their maximum life and are now obsolete.  These systems are no longer supported by the manufacturer and are exhibiting frequent failures.  The few replacement components available on the secondary (used) market are extremely expensive, due to the proprietary system coding used in the obsolete systems.  The capital plan under the program includes replacing the obsolete voice mail systems over the next ten years.  PG&E is moving toward centralizing and consolidating voice mail systems to a primary platform whereby there will be several large VMS systems each serving multiple, smaller sites.  As PG&E consolidates to single platforms, retired parts will be used to keep obsolete systems operating until they are replaced.

(c) Radio Systems

Those with responsibility for the restoration, maintenance and operations of the generation, transmission and distribution of gas and electricity via energized and de-energized lines rely on radio-based dispatch systems for the safety of human life and real property.

The following is a more detailed description of the privately‑owned radio systems that PG&E’s Operations, Maintenance & Construction (OM&C) and Customer Field Service organizations currently use for “radio” communications.

 The 48 MHz radio system is used exclusively by California Gas Transmission, OM&C crews.  CGT’s radio infrastructure and mobile equipment are more than 20 years old, manufacturer-discontinued, and at the end of their reliability life cycle.  They are experiencing significant reliability/failure issues.  PG&E recommends that the replacement of infrastructure and mobile equipment begin in 2005 and end within a three year period.

 The 450 MHz (Sierra Mountain) radio systems are used exclusively by Hydro Generation’s OM&C crews.  Hydro Generation’s radio infrastructure and mobile equipment is approximately 15 years old, manufacturer-discontinued and near the end of their reliability life cycle.  ISTS recommends that the replacement of mobile equipment begin in 2005, with the replacement of infrastructure equipment to follow beginning in 2006 and that both mobile and infrastructure replacement efforts end within a four-to-five year period.  The Hydro 450 MHz radio systems are currently being scheduled for replacement to begin in 2006 through 2009.

 The 450 MHz (DCPP) radio system is used exclusively by DCPP Security, Fire and OM&C crews and operate on dedicated 450MHz UHF (half-duplex) repeater radios.  DCPP’s radio system equipment is new, having been replaced in 2003 through 2005.

 The 450 MHz, Bay Area radio systems are used by T&D Gas OM&C and Gas Field Services crews in Oakland, Richmond and San Francisco.  Transmission and Distribution (T&D) Gas 450 MHz radio system’s have new infrastructure equipment that was replaced in 2000.  The Bay Area Gas 450 MHz mobile and handheld radios are scheduled for replacement in 2005 through 2007.
 The 150 MHz radio systems are used by T&D Gas and Electric OM&C crews and gas field service representatives.  T&D 150 MHz radio systems have new infrastructure equipment that is currently in the final stage of replacement 2000 through 2005.  There are approximately 4,500 T&D 150 MHz mobile and handheld radios of which 3,500 have been replaced with new equipment from 2000 through 2004.  The remainder of 1,000 mobile and handheld radios are scheduled or replacement in 2005 through 2007.

 800 MHz radio systems are used by T&D Electric OM&C in the Central Valley, Gas OM&C and gas field service representatives in the Mission and San Jose Divisions.  The 800 MHz radio infrastructure and mobile radio equipment is approximately 14 years old and near the end of the system’s reliability life cycle.  The infrastructure equipment is manufacturer-discontinued but not yet experiencing significant reliability / failure issues.  The mobile radios are also manufacturer-discontinued and they are experiencing significant failures.  Over 400 800 MHz mobile radios were repaired in 2004.  PG&E intends not to spend the $10 million to $12 million towards the life cycle replacement of privately-owned 800 MHz equipment but rather to invest in a blended (private / commercial) system as an alternative to the 800 MHz radio system.  This alternative will move selected vehicles from the 800 MHz LTR radio systems onto the existing 150 MHz systems.  There are approximately 3,200 active 800 MHz mobile radios in the fleet.  This commercial alternative will also upgrade selected consoles to better handle the anticipated increase of cellular traffic.  This alternative to the life-cycle replacement of the 800 MHz system will cost PG&E an estimated $4.4 million.

(d) Data Network

PG&E operates a data network serving 258 PG&E facilities.  This network provides access to critical client/server applications such as CDx, OIS, CCMS, FAS, RTSCADA and SAP.  The network also supports the mail, file and print services as well as access to the intranet and internet.  The data network has two principal components:  the wide area network, or WAN, and the local area network, or LAN.  The WAN includes the Cisco routers located at each facility and the transmission network to interconnect these routers.  The LAN is defined as the ethernet hub(s) or switch(es) at a location, the station blocks and the cabling interconnecting the station block to the ethernet equipment.

(e) Transmission Network

PG&E operates a transmission network that spans from the Topock Compressor Station in the Mojave Desert to the California-Oregon border.  The network is composed 141 analog microwave links, 141 digital microwave links, 103 fiber links, 2900 miles of MCI DS-3 capacity, and a multitude of leased circuits from various carriers.
This system is operated by PG&E rather than by a third party (i.e., Pacific Bell or AT&T) because they cannot provide the service levels required by the Western Electricity Coordinating Council for PG&E’s 500 KV system.

In addition to supporting the network transmission system, the program supports and protects remedial action schemes and other transmission network services such as:

 Energy Management System;
 Supervisory Control and Data Acquisition (SCADA) systems;
 Electric and Gas Automation; and
 Electric and Gas Dispatch.

(f) Operational Data Network

The operational data network is being constructed to meet future North American Electric Reliability Council security standards for operational data within utilities by providing a secure data network isolated from the corporate utility data network.  Operational data is described as any system responsible for the operation, control and management of the gas and electric systems within PG&E.  The operational data network supports systems such as gas, electric, hydro SCADA systems, Energy Management System, Modular Protection and Automation Control buildings, Remedial Action Scheme and Special Protection Scheme circuits.  The operational data network will provide PG&E a secure network independent from corporate data, such as e-mail and other business systems data, as well as increased isolation of the critical data from cyber attacks, viruses and worms.

PG&E has started the implementation phase for the operational data network Infrastructure Project.  The scope of the project is to install the required infrastructure for an isolated operational data network.  This includes the installation of 66 routers at 51 locations systemwide.  15 of the locations are for the Energy Management System, where the operational data network implementation will install additional infrastructure to accommodate an effort to replace the obsolete Energy Management System modems and provide the capability for future Energy Management System disaster recovery.  Installation is scheduled to be completed by the end of 2005.  Once complete, the gas, electric and hydro departments will migrate operational data applications and platforms to the operational data network.
d. A&G Expense Forecast

Table 2-6
Pacific Gas and Electric Company
Device and network management program A&G expense forecast
($000)
	Line No.
	MWC
	Title
	2004 Recorded Adjusted
	2005 Forecast
	2006 Forecast
	2007 Forecast

	1
	BJ
	Oper Computer & Network Sys
	19,494
	18,341
	24,110
	23,458

	
	
	
	
	
	
	


The IT Device and Network Management Program manages forecasts that are included in MWC BJ.  For 2007, expenses are forecasted to be $23.4 million, which is a $3.9 million (20.3 percent) increase from the 2004 recorded adjusted expenses.

Changes From 2004 to 2005 – In support of PG&E’s Business Transformation effort, resources have been diverted from lifecycle efforts within the common desktop environment and the telecommunications network infrastructure.  As a result, there is a forecast decrease in expenses from 2004 to 2005.  This reduction has been with the understanding that these lifecycle efforts will resume at previous expenditure levels in subsequent years.

Anticipated Changes in 2006 and 2007 – In 2006, the lifecycle efforts within the common desktop environment as well as the telecommunications network infrastructure will resume at previous expenditure levels resulting in an increase in expenditures from the 2005 amounts.  This level of expenditures is maintained in 2007.

In addition, in 2007 the telecommunications network infrastructure begins absorbing the maintenance costs associated with operational data network, which during prior years was under construction.  During this time, the Common Desktop Environment Program is implementing various projects to address the management of desktop data.
e. Capital Forecast

Investments proposed within the program support the previously stated program goals of providing voice, radio, data, and telecommunication technologies and services.  The primary technologies covered by the program possess similar attributes that contribute to the need for capital expenditures.  Critical issues that affect these capital investment decisions are:

 Age and obsolescence;

 Increasing costs of repair and replacement;

 Decreasing reliability and availability; and

 Unavailability of replacement parts.

The IT Device and Network Management Program manages all the forecasts included in MWC 01, 02, 05, and 85.

table 2-7
Pacific Gas and Electric Company
IT device and network management program capital forecast
($000)
	Line No.
	MWC
	Title
	2004 Recorded
	2005 Forecast
	2006 Forecast
	2007 Forecast
	2008 Forecast
	2009 Forecast

	1
	01
	IT Desktop Comp
	11,077
	3,370
	17,559
	13,450
	12,025
	10,910

	2
	02
	IT Voice Comm
	6,527
	4,388
	7,210
	6,505
	5,957
	8,960

	3
	03
	Office Furniture & Equipment
	66
	14
	13
	14
	15
	16

	4
	05
	Tools and Test Eg
	155
	150
	150
	150
	150
	150

	5
	85
	Manage Info Tech
	15,114
	10,149
	18,902
	19,619
	18,034
	14,600

	6
	
	Totals
	32,872
	18,071
	43,834
	39,738
	36,181
	34,636


PG&E plans to expend $172.3 million on capital investments in the IT Device and Network Management Program for the period 2005‑2009.

Changes From 2004 to 2005 – In support of PG&E’s Business Transformation effort, resources have been diverted from lifecycle efforts within the common desktop environment as well as the telecommunications network infrastructure.  As a result, there is a corresponding decrease in capital expenditures from 2004 to 2005.  This reduction has been forecast with the understanding that these efforts will resume at previous expenditure levels in subsequent years.

Anticipated Changes in 2006 and 2007 – Significant increases in capital expenditures are anticipated for 2006 relative to 2005 as lifecycle replacement efforts in the common desktop environment and the telecommunications network infrastructure are resumed.  In addition, increasing capital investment in digital microwave and other aged telecommunications infrastructure in the hydro transmission system is required to support reliable electric service.  Capital expenditures decrease in 2007 relative to 2006 as lifecycle replacement efforts return to normal spending levels.

Anticipated Changes in 2008 and 2009 – Capital expenditures continue to decrease in 2008 and 2009 as lifecycle replacement efforts are maintained at normal expenditure levels and several large projects (i.e., Northern Fiber Backbone and the decommissioning of the 800 MHz Radio System) reach completion.

3. IT Security Risk Management Program

a. Program Objectives

The Security Risk Management (SRM) Program identifies, assesses, and takes steps to reduce risk to an acceptable level and is considered an essential part of an effective approach to information systems security.  It is an ongoing process that changes as technology and the business changes.  The program continuously reviews technology assets for conformity with established security guidelines and standards.  Using a combination of automated and manual techniques, it identifies risks to systems and verifies ongoing technical and procedural compliance with organizational standards.
The objectives of the program are to:  (1) establish a common language around risk and information security through adoption of an industry standard model for aligning business objectives, risk management and security practices; (2) unify various initiatives across PG&E, enabling external benchmarking and review, and enabling all stakeholders to understand their roles and responsibilities; (3) prioritize risk; and (4) ensure that information security enables the business to operate with the appropriate security in place, including adherence to applicable laws and regulations.
b. Program Scope

The focus of this program is defining security requirements for information assets with regard to three information properties:  confidentiality, integrity, and availability.  This program includes defining control techniques to ensure security measures are appropriately identified, approved, and maintained.  The risk assessment includes vulnerability testing to build additional confidence in the security of the Utility information resources.  The reporting and planning processes provide a holistic view of security risk exposures to allow management to evaluate, prioritize, and manage risks.
c. Key Initiatives

The SRM Program allows PG&E to manage, implement, monitor, and enforce PG&E’s numerous security policies and controls across the organization.  The major initiatives are:

 Security Risk Assessment;
 Security Monitoring;
 User Access Control;
 Information Classification;

 Business Continuity Planning;
 Change Management;
 IT Asset Management; and
 Security Infrastructure.
(1) Security Risk Assessment

A formal security risk assessment process has been developed incorporating the following:
 Risk Management Framework:  An information security risk management framework that aligns PG&E’s risk profile with business objectives, risk events, risk responses, and control and monitoring components across the organization.
 Risk Assessment Process:  An information security risk assessment process to enable PG&E to conduct self and assisted assessments to determine areas of exposure and incorporate appropriate risk response controls.

 Gap Analysis:  An analysis of leading risk management and security practices compared to current PG&E practices to determine areas of exposure.
 Roadmap to Success:  Prioritized initiatives to enhance risk management and information security over the next one to three years.

(2) Security Monitoring
Currently, the SRM Program is implementing a plan that will define the processes and apply technologies to enable centralized monitoring for security log events, compliance with operating system security configurations, and vulnerability scanning throughout the infrastructure.  This effort will apply to networked connected systems including servers and database platforms.  The initial focus was on Sarbanes-Oxley systems, followed by systems in the data centers, and then across the remaining Utility environment. 
This effort will increase the overall security of the computing environment and reduce risk to PG&E.  It will facilitate compliance related to Sarbanes-Oxley.  These efforts will standardize security monitoring and compliance capabilities with the objective of producing efficient, repeatable and sustainable operational processes supported by appropriate technologies.
(3) User Access Control

The program is in the process of implementing a companywide practice for managing and auditing user access control of applications.  This effort will include selecting, developing, and implementing technology to administer user management processes and ensure security requirements are followed.
User access control is an enterprise-level solution that will ensure that the appropriate users have the right permissions to access the correct systems.  This control will be achieved by developing a single source for authoritative user information, and by establishing the processes for designing and managing user access.
(4) Information Classification

Recent state legislation and information security events highlights the need for proper classification, storage, and handling of information.  Some of the important issues include privacy, document retention, encryption, data classification, and storage of documents.
The program reviews whether existing policies need to be changed and new ones developed.  This review involves consideration of the technology impacts as well as communications to those individuals and organizations impacted.  Formal processes to link business drivers for asset classification, protection prioritization, and security budgeting are being developed.

(5) Business Continuity Planning
In order to position PG&E to resume serving its internal and external customers quickly and at acceptable levels, a Business Continuity Management strategy encompassing every critical aspect of the business needs to be implemented.  This initiative will improve the continuity framework by implementing Business Continuity Management and establishing a comprehensive Business Continuity Management Program.
This initiative will be achieved by:

 Establishing business continuity policy, standards and guidelines on the identification, assessment, prioritization, management and control of risks that could disrupt normal operations;
 Establishing an effective quality assurance process that monitors adherence to the above policy, standards and guidelines;
 Conducting a thorough business impact analysis and risk assessment on an enterprise-wide basis to determine all critical business functions;
 Conducting a gap analysis to determine remaining and residual risk;
 Designing and recommending cost effective recovery and continuity strategies; and
 Designing and recommending modifications to business and technology development processes to include continuity planning in the planning and design phases.

(6) Change Management
IT configuration and change management will be looked at from an enterprise-wide level.  A standard configuration and change management process and software tool will be implemented across the enterprise in order to standardize practices and minimize risk of instability.

(7) IT Asset Management

Processes and software tools will be implemented to more effectively manage IT Assets.  This initiative will:
 Drive and manage IT hardware, service and software standards through strong relationships with key lines of business;

 Update policies, create awareness and enforce compliance;

 Streamline asset life-cycle operations and stratify those operations through common processes and people;

 Select and implement best-in-class commercial IT asset repository and integrate with SAP and enterprise transformation efforts;

 Close the gaps in the processes; and

 Implement a software license compliance effort and audit response capability.
(8) Security Infrastructure

ISTS information protection has undertaken an effort to establish a firm information security policy structure from the top policy down through specific practices, and then developing configurations that tie back to these practices.  Information protection will then put processes and structures in place to achieve the required level of compliance monitoring of these configurations, while improving its operations security capability to identify and disseminate information regarding emerging threats to PG&E information assets.
d. A&G and O&M Expense Forecast 

table 2-8
Pacific Gas and Electric Company
it srm program A&G and o&m expense forecast
($000)
	Line No.
	MWC
	Title
	2004 Recorded Adjusted
	2005 Forecast
	2006 Forecast
	2007 Forecast

	1
	BJ (O&M)
	Oper Computer & Network Sys (CIS Regulatory Work – O&M)
	2,557
	3,500
	5,500
	5,676

	2
	BJ (O&M)
	Oper Computer & Network Sys (Non regulatory CIS work – O&M)
	5
	2,371
	2,201
	2,253

	3
	BJ (A&G)
	Oper Computer & Network Sys (Non regulatory CIS work – A&G)
	8,713
	16,458
	21,610
	15,809

	4
	FM (A&G)
	Manage Info Tech (A&G)
	212
	692
	711
	730

	5
	
	Totals
	11,487
	23,021
	30,022
	24,468

	
	
	
	
	
	
	


For 2007, expenses are forecast to be $24.4 million, which is a $12.9 million increase from the 2004 recorded adjusted expenses.  In 2004, 87 percent of the cost in the IT SRM program was for Sarbanes-Oxley testing, compliance and remediation.  2005 is the first full year of the IT SRM program.  Years 2005-2007 include Sarbanes-Oxley work, Security Risk Management initiatives, General Security, Business Continuity Planning, Enterprise Configuration & Change Management, IT Asset Management, Security Infrastructure, Regulatory CIS work and Project Process Improvement initiative work.
e. Capital Forecast 

table 2-9
Pacific Gas and Electric Company
it srm program capital forecast
($000)
	Line No.
	MWC
	Title
	2004 Recorded
	2005
Forecast
	2006
Forecast
	2007
Forecast
	2008
Forecast
	2009
Forecast

	1
	85
	Manage Info Tech
	584
	1,093
	2,178
	922
	925
	929

	
	
	
	
	
	
	
	
	


PG&E plans to expend $6 million on security risk management capital for the period 2005 – 2009.  Projects include an identity management system and security monitoring, which will be implemented in 2005 and 2006.  No significant changes in spending are anticipated for the years 2007 through 2009.

4. Telecommunications Business Development Program– Installation of Fiber-Optic Cable on Distribution Assets

a. Program Objectives and Scope

PG&E has and will enter into agreements with telecommunications carriers to lease space on its electric transmission and distribution system for the installation of fiber-optic cable.  These agreements have enabled and will continue to enable PG&E to obtain new fiber-optics capacity for utility communication and control purposes as well as allow telecommunications carriers to obtain additional fiber-optic capacity to expand their telecommunications networks.

b. O&M Expense Forecast ($000)

table 2-10
Pacific Gas and Electric Company
telecommunications business development distribution o&m expense forecast ($000)
	Line No.
	MWC
	Title
	2004 Recorded Adjusted
	2005
Forecast
	2006
Forecast
	2007
Forecast

	1
	EL
	New Product Expense
	861
	768
	822
	855

	
	
	
	
	
	
	


For 2007, expenses are forecast to be $855,000 which is a $6,000 decrease from the 2004 recorded adjusted expenses.  In 2004, PG&E spent $861,000 to deploy fiber networks on its electric distribution system in San Francisco and the greater Bay Area.
I. Miscellaneous Information Technology Costs

1. Vice President ISTS – PCC 10443
The Vice President ISTS and the departments reporting to this position provide computer and telecommunication services that are vital for the Utility (Company) to deliver energy and services to electric and gas customers in a cost-effective and reliable manner.  At year-end 2004, the headcount for the Vice President ISTS Department consisted of three full time employees.  The department is led by a vice president and chief information officer, who is supported by an executive assistant and a business implementation manager.  The department is not forecasting any changes to headcount through 2007.
The 2004 recorded ISTS department A&G expenses included $1.7 million for a one-time contract incurred with the Boston Consulting Group for an analysis of costs and organizational structure to identify opportunities for efficiency.  This contract was removed from the 2004 adjusted A&G expenses for forecasting purposes and is not included in the estimates for this cost center.
The total ISTS departmental labor and materials costs are forecast at the 2004 adjusted level through 2007.  The department has allocated five percent of the A&G costs to capital expense to account for the time spent reviewing, approving, and monitoring ISTS capital project proposals in excess of $1 million, and the remaining 95 percent to the Utility’s A&G cost pool. 
The costs for this department are displayed in Table 2–19 at the end of this chapter.
2. PG&E Corporation IT Support – PCC 20047.1

a. PG&E Corporation IT Support
During the first five months of 2004, the department incurred costs related to a chief information officer (CIO).  This position was eliminated in May 2004, and the department has no employees.  The department does not expect to have any employees in 2007, and its 2007 forecast is lower than the 2004 recorded amount.

Currently, the corporate IT projects cost center is used to track costs not charged back to PG&E Corporation departments.  These costs include maintenance and operation of Concur, a software application for tracking travel and expense costs, and depreciation related to Concur.  The 2007 forecast is lower than the 2004 amount because the department will no longer be incurring depreciation expenses.
The department is not allocating any of its costs to the cost pools.

b. PG&E Corporation Cost Review
To determine whether PG&E Corporation IT Support expenses fairly reflect only those services that provide clear and tangible benefits to the Utility and are performed efficiently without duplication of effort by PG&E Corporation personnel, the department analyzed what, if any, tasks it performed and what, if any, costs it incurred that would not otherwise be performed or incurred but for the existence of PG&E Corporation.  The department then determined whether there were any functions performed by this department that duplicate functions already performed by the Utility itself, or that, if PG&E Corporation were merged into the Utility, could be performed more efficiently or at a lower cost.

The Utility does not have a software program for tracking travel and expense.  If PG&E Corporation did not exist, the Utility would need to license and maintain its own software for this purpose.  Therefore, it is appropriate to include this estimate of the department’s costs in this GRC.
The costs for this department are displayed in Table 2–20 at the end of this chapter.
J. Translation of Program Expenses to FERC Accounts

As discussed in the policy section (Exhibit (PG&E-1), Chapter 4), PG&E’s program managers manage their program costs using the SAP view of cost information, not the FERC account view.  Thus, for presentation in this GRC, certain SAP dollars must be translated to FERC dollars.  This is not an issue for capital expenditures where the SAP and FERC view are identical.[
]  For A&G and O&M expenses, however, the SAP dollars include certain labor‑driven adders such as employee benefits and payroll taxes that are charged to separate FERC accounts.  These labor‑driven adders must be removed from the SAP dollars for A&G and O&M expenses to present them by FERC account.

Tables 2–13, 2–14, 2–16 and 2–17 show how the SAP expense dollars in the IT Program translate to the appropriate FERC accounts.  Tables 2–13 and 2–16 show expense stated in current year dollars (i.e., nominal dollars).  Tables 2–14 and 2–17 show expense stated in base year dollars (i.e., 2004 dollars).  The calculations used to deflate the nominal expense to recorded 2004 dollars (which requires segregating them into their labor and non‑labor components) are shown in the workpapers supporting this chapter.

The O&M expenses shown in Table 2–12 are summarized in the Results of Operations Exhibit (PG&E‑2) in Chapters 2, 3 and 4.

K. Cost Tables

The capital expenditures and O&M expense requests for the IT Program are summarized in the following tables:

 Table 2–11 lists the capital MWCs, showing 2004 recorded expenditures and 2005, 2006, 2007, 2008, and 2009 forecast expenditures by MWC;

 Table 2–12 lists the A&G expense MWCs, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense in SAP dollars, stated in current year dollars;

 Table 2–13 displays the translation of the A&G expense MWCs to appropriate FERC accounts, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense, stated in current year dollars;

 Table 2–14 displays the translation of the A&G expense MWCs to appropriate FERC accounts, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense.
 Table 2–15 lists the O&M expense MWCs, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense in SAP dollars, stated in current year dollars;

 Table 2–16 displays the translation of the O&M expense MWCs to appropriate FERC accounts, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense, stated in current year dollars;

 Table 2–17 displays the translation of the O&M expense MWCs to appropriate FERC accounts, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense;

 Table 2–18 lists the total departments A&G costs, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense in 2004 dollars;

 Table 2–19 displays the Utility Department A&G costs, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense in 2004 dollars;

· Table 2–20 displays the Corporation Department A&G costs, showing 2004 recorded adjusted expense and 2005, 2006, and 2007 forecast expense in 2004 dollar.
[�] 	Tables 2–18 to 2–20 are shown in 2004 thousands of dollars.  References in testimony to these tables are also shown in 2004 thousands of dollars.  All other numbers in this chapter are shown in nominal dollars, unless otherwise noted.


[�] 	The AMI Application has been filed under Application 05-06-028.  PG&E is not seeking double recovery for the costs associated with the CDx version 1.5 upgrade.


[�]	Capital costs are typically shown in rate case filings with overheads (i.e., SAP “adders”) included, such as capitalized employee benefits and payroll taxes.





2-1

