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July 30, 2014

Advice 3501-G/4468-E
(Pacific Gas and Electric Company ID U 39 M)

Public Utilities Commission of the State of California

Subject: Establishment of the Data Request and Release Process for
Providing Data to Entities Eligible to Request Access to Energy
Data Pursuant to Decision 14-05-016

Purpose

In compliance with Ordering Paragraph (OP) 8 of Decision (D.) 14-05-016 (the
Decision), Pacific Gas and Electric Company (PG&E) hereby submits for filing its
proposed Data Request and Release Process (DRRP), which will provide access
to energy usage and usage-related data to local governments, researchers, and
state and federal agencies when consistent with applicable laws and privacy
protections. The new Electric Rule 27.1 and Gas Rule 27.1, Access to Energy
Usage and Usage-Related Data While Protecting Privacy of Personal Data, are
provided as Attachment 1, respectively.

Backqground

On May 5, 2014, the California Public Utilities Commission (Commission or CPUC)
issued the Decision that adopted rules to provide access to energy usage and
usage-related data to eligible academic researchers, local government entities and
state and federal agencies when such access is consistent with state law and the
Commission’s Privacy Rules. To facilitate this data access, the Decision adopted
the DRRP that PG&E, Southern California Edison Company (SCE), San Diego
Gas and Electric Company (SDG&E), and Southern California Gas Company
(SoCalGas) (collectively referred to as the “IOUs”) must follow when receiving and
fulfilling requests for data covered by the Decision. Among other requirements,
OP 8 of the Decision required the 10Us to file Tier 2 Advice Letters (AL) to
establish the DRRP.

The I0Us have consulted with each other to develop substantially consistent
processes and procedures to implement the DRRP in compliance with the
Decision.
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Data Request and Release Process

Attachment A to D.14-05-016 outlines the DRRP requirements that shall be
implemented by the 10Us. In compliance with Attachment A and D.14-05-016,
PG&E’s DRRP process consists of the following:

a)

b)

New Electric and Gas Rules 27.1 that establish and describe the DRRP
process. These Rules include the language from Attachment A of the
Decision.

A Non-Disclosure Agreement (NDA) that includes verbatim language from
Attachment B of the Decision (Form 79-1166). This form is the same for
both Gas and Electric Rules 27.1.

An acceptance agreement for local governments that includes the Terms of
Service required by Ordering Paragraph 5 of the Decision (Form 79-1166).
This form is the same for both Gas and Electric Rules 27.1.

1. Energy Data Request Portal

PG&E will implement an Energy Data Request web portal per OP 8 and
pursuant to the DRRP 90 days after approval of this advice letter. Due to
uncertainty in the scheduled availability of PG&Es’ web portal, until the
advice letter is approved and the web portal is fully operational, PG&E will
continue to process third party requests informally.

As described in new Electric and Gas Rules 27.1, PG&E has created a
central email address for third parties to contact PG&E under the DRRP
that will be similar across the IOUs.

Website Address: www.pge.com/energydatarequest

Email Address: energydatarequest@pge.com

PG&E’s web portal will eventually include a data request log (i.e., a “data
catalog”). The data request log will include a listing of data requests made,
fulfilled or denied, and will also include the status of outstanding requests.

Per OP 9 of the Decision, PG&E will file quarterly Tier 1 Advice Letters to
publicly note the transfer of information, amend its tariffs as appropriate or
needed, and update the data request log.

New Electric and Gas Rules 27.1 include the timelines required by
Attachment A of the Decision for receiving and responding to requests for
information from eligible third parties.
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2. Non-Disclosure Agreement and Terms of Service

The model NDA language adopted in the Decision is provided in Form 79-
1166 attached to this Advice Letter. This NDA will be utilized when eligible
requesting parties, other than local governments, or state or federal
agencies seeking data to comply with state or federal law, request energy
usage data without customer consent as allowed by OP 12 of the Decision.

As set forth in OP 5 of the Decision, local governments receiving
aggregated and anonymized data do not need to execute an NDA, but must
expressly agree to the terms of service specified in the Rules by executing
the acceptance agreement included as Form 79-1167 attached to this
Advice Letter. Form 79-1167 also includes a Non-Disclosure Certificate
consistent with Attachment D to the NDA in D.14-05-016, in order to
authorize contractors and consultants to local governments to access
energy usage data under the same terms of service accepted by the local
governments.

In addition, local governments are prohibited from submitting multiple,
overlapping data requests. Upon review of requests, PG&E may deny
transfer of data for requests that may overlap with previous requests and/or
may lead to re-identification of customers in violation of the aggregation and
anonymization standards adopted by D.14-05-016.

3. Notifications to Third Parties and Commission Regarding Data Requests

As described in new Electric and Gas Rules 27.1, PG&E will notify the
Commission’s Executive Director via a formal letter of any proposed data
transfer through its DRRP. PG&E will also provide a copy of the letter to
the requesting party. Simultaneously, PG&E will notify the third party
whether or not PG&E will be able to grant the request and the timeline for
providing the requested data. No data transfer will occur until four weeks
have passed from the date of the letter to the Commission’s Executive
Director.

PG&E will be using email, instead of regular mail, as the preferred method
of communication for the formal notification letters to the Executive Director.
This will reduce time and resources both for the IOUs and Energy Division,
as well as make the letters easier to track, store and access.

4. Enerqy Data Access Committee

Pursuant to OP 10 of the Decision and as described in the new Electric and
Gas Rules 27.1, within six months of the adoption of the Decision (by
November 1, 2014), the 10Us will collaborate with Commission Staff and
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Office of Ratepayer Advocates (ORA) to establish the Energy Data Access
Committee (EDAC). The EDAC shall consist of representatives from each
of the utilities, Commission Staff, the ORA, representatives of customer and
privacy advocacy groups, researchers who meet the qualifications outlined
in the Decision, and other interested parties. The EDAC will meet at least
once a quarter in the initial two years and thereafter as needed.

5. Privacy Rules and Security Controls

As described in the Rules, nothing in the DRRP authorizes PG&E or any
party to violate any existing privacy or information security laws, rules or
orders, including the Commission’s privacy rules.

In addition, nothing in the DRRP requires or authorizes a utility or a third-
party to transfer, sell, or license energy data that consists of the utilities’
intellectual property, trade secrets, or competitively-sensitive data. The
transfer, sale or licensing of such intellectual property, trade secrets and
competitively-sensitive data will be subject to Commission review and
approval consistent with existing Commission rules and orders regarding
the sale, transfer or licensing of utility assets.

6. Standardized Data Output and Delivery

|. Data Output

To the extent possible, standard requests will be fulfilled following
standard data formats. However, this will largely depend on the type of
data being requested. If the request is a large and complicated data
set, it will likely be shared in a format that is appropriate for such large
data sets and agreed upon with the requesting party.

On its portal, PG&E will make available a sample data table. This
sample data table will be designed to assist data requesting parties in
understanding what may be common, standardized fields available for
request.

Il. Data Delivery

As outlined in PG&E’s Electric and Gas Rules 27, Privacy and
Security Protections For Energy Usage Data, PG&E will implement
reasonable administrative, technical and physical safeguards to
protect covered information from unauthorized access, destruction,
use, modification or disclosure, including transmittal with reasonable
encryption.
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7. Researchers’ Qualifications

In Section 7 of the Electric and Gas Rules 27.1, PG&E describes the
conditions the research project and university researchers should fulfill to
receive covered data.

Proposed Tariff Changes

PG&E proposes the establishment of a new Electric Rule 27.1 and Gas Rule 27.1
that contain the following information:

1. Data Request and Release Process

2. Non-Disclosure Agreement (Form 79-1166)

3. Terms of Service Acceptance Agreement for Local Governments (Form 79-
1167)

Protests

Anyone wishing to protest this filing may do so by letter sent via U.S. mail,
facsimile or E-mail, no later than August 19, 2014, which is 20 days after the date
of this filing. Protests must be submitted to:

CPUC Energy Division

ED Tariff Unit

505 Van Ness Avenue, 4™ Floor
San Francisco, California 94102

Facsimile: (415) 703-2200
E-mail: EDTariffUnit@cpuc.ca.gov

Copies of protests also should be mailed to the attention of the Director, Energy
Division, Room 4004, at the address shown above.

The protest shall also be sent to PG&E either via E-mail or U.S. mail (and by
facsimile, if possible) at the address shown below on the same date it is mailed or
delivered to the Commission:

Brian K. Cherry

Vice President, Regulatory Relations
Pacific Gas and Electric Company
77 Beale Street, Mail Code B10C
P.O. Box 770000

San Francisco, California 94177
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Facsimile: (415) 973-7226
E-mail: PGETariffs@pge.com

Any person (including individuals, groups, or organizations) may protest or
respond to an advice letter (General Order 96-B, Section 7.4). The protest shall
contain the following information: specification of the advice letter protested,;
grounds for the protest; supporting factual information or legal argument; name,
telephone number, postal address, and (where appropriate) e-mail address of the
protestant; and statement that the protest was sent to the utility no later than the
day on which the protest was submitted to the reviewing Industry Division (General
Order 96-B, Section 3.11).

Effective Date

PG&E requests that this Tier 2 advice filing become effective on regular notice,
August 29, 2014, which is 30 calendar days after the date of filing.

Notice

In accordance with General Order 96-B, Section IV, a copy of this advice letter is
being sent electronically and via U.S. mail to parties shown on the attached list
and the service list for R.08-12-009, Phase Ill. Address changes to the General
Order 96-B service list should be directed to PG&E at email address
PGETariffs@pge.com. For changes to any other service list, please contact the
Commission’s Process Office at (415) 703-2021 or at
Process_Office@cpuc.ca.gov. Send all electronic  approvals to
PGETariffs@pge.com. Advice letter filings can also be accessed electronically at:
http://www.pge.com/tariffs

ﬁ/bocur\ C/}\MI?/ /KHC/
Vice President, Regulatory Relations
Attachments

CC: Service List R.08-12-009, Phase llI
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Advice 3501-G

Cal P.U.C. Cancelling Cal
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Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
Sheet 1

31388-G GAS RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
Sheet 2

31389-G GAS RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
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Sheet 3

31390-G GAS RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
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Sheet 1
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31395-G GAS TABLE OF CONTENTS 31336-G*
Sheet 6

31396-G GAS TABLE OF CONTENTS 31176-G
Sheet 9

31397-G GAS TABLE OF CONTENTS 31299-G
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No. 31387-G
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

GAS RULE NO. 27.1 Sheet1l (N)
Access to Energy Usage and Usage-Related Data (N)
While Protecting Privacy of Personal Data (N)

The following rule provides Pacific Gas and Electric Company’s (PG&E’s) policies and procedures (N)
governing access to energy usage and usage-related data by eligible academic researchers, local
government entities, and state and federal agencies (“Third Parties”) adopted as Attachment A to
California Public Utilities Commission Decision (D.) 14-05-016.

A. DATA REQUEST AND RELEASE PROCESS
1. PG&E Responsibilities

a. PG&E will provide a single point-of-contact (POC) for filing and processing third-
party energy usage data requests.

b. The single POC will include a single email mailbox or website and other contact
information to which requests for energy data access may be transmitted.

c. The single POC information will be provided prominently and conveniently on
PG&E’s website.

d. PG&E’s website will provide access to an electronic input form for third-parties to
request energy data access.

e. PG&E’'s website is expected to eventually include a Data Catalog of energy data
access requests made, fulfilled, and/or denied. New requests for data that have
previously been received and fulfilled can easily be made available to eligible third-
parties. PG&E will provide data without charge, but may record costs in a
memorandum account and subsequently seek recovery via an application or
general rate proceeding.

f.  Within one business day of receiving a request form, from a third-party requesting
access to energy data, PG&E will respond by email or in writing acknowledging and
confirming receipt of the request.

g. Within seven business days of receiving a request form from a third-party for
access to energy data, PG&E will respond by email or in writing regarding whether
the information on the form is complete and, if incomplete, what additional
information is required for PG&E to process the request.

N
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
h.  Within 15 business days of receiving a complete request for access to energy data I
from a third-party, PG&E will respond by email or in writing regarding whether it is I
able to grant the request, and provide a proposed schedule for providing the I
requested data. If PG&E responds that it cannot grant access to the data, it will I
provide specific reasons why it cannot provide the data or offer other options for I
providing data access (such as providing data listed in the Data Catalog or I
suggesting modifications to the request such that it could be granted). If the I
requesting party disagrees with PG&E'’s rejection of its request for data access or I
the alternative options offered by PG&E, the third-party may bring the dispute for I
informal discussion before the Energy Data Access Committee established below in I
Section 4. (N)

(Continued)

Advice Letter No:  3501-G Issued by Date Filed July 30, 2014

Decision No. 14-05-016 Brian K. Cherry Effective August 29, 2014
Vice President Resolution No.

1C6 Regulatory Relations




Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

31388-G

GAS RULE NO. 27.1 Sheet 2

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

A. DATA REQUEST AND RELEASE PROCESS (Cont'd)

2. Non-Disclosure Agreement

a.

Prior to receiving access to energy data, the requesting party will execute a
standard non-disclosure agreement (Form 79-1166) if required by PG&E as
directed by D.14-05-016 (Section 7.2), with substantially consistent terms and
conditions among PG&E, SCE, SDG&E, and SoCalGas. In addition, if a pre-
disclosure review of the third-party’s information security and privacy controls and
protections is recommended by PG&E, the recommendations will be substantially
consistent among PG&E, SCE, SDG&E, and SoCal Gas and published in advance
and available on the utilities’ websites.

3. Terms of Service

a.

Local governments receiving aggregated and anonymous data need not sign a non-
disclosure agreement but must accept the following terms of service
(Form 79-1167):

1) The party will use the data for the purposes stated in the request.

2) The party will not release the data to another third party or publicly disclose the
data.

3) Prior to the release of any data to a requesting local government PG&E will
inform the Executive Director of the Commission via a formal letter four weeks
in advance of the proposed transfer. The letter shall contain the following
information:

a) The purpose identified by the party requesting data.

i. A description of the data requested and to be released.

(Continued)

(N)
(N)
(N)
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Advice Letter No:
Decision No.

2C8

3501-G Issued by Date Filed

July 30, 2014

14-05-016 Brian K. Cherry Effective August 29, 2014

Vice President Resolution No.

Regulatory Relations



Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

31389-G

GAS RULE NO. 27.1 Sheet 3

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

A. DATA REQUEST AND RELEASE PROCESS (Cont'd)

3.

4.

Terms of Service (Cont'd)

b.

Simultaneous with Section 1.h (above), PG&E must inform the Executive Director of
the Commission via a formal letter of its proposed action. PG&E must also send a
copy of the letter to the requesting party. No data shall be released to university
researchers, state or federal government agencies, or local government entities
requesting data until four weeks have passed from the date of the letter informing
the Executive Director of the Commission of the proposed transfer. The letter shall
contain the following information:

1) The purpose identified by the party requesting data.
2) A description of the data requested and to be released.
3) The following contact information:

a) Name (Individual and organization, if applicable)

b) Address

¢) Phone and email address
For an entity that requests ongoing access to data without change in either purpose
or data requested, following the initial formal letter to the Executive Director by a
utility providing data, no advance letter is needed for subsequent transfers of the
same type of data. Instead, both PG&E and the requesting entity shall file a

quarterly report identifying the data that it is continuing to send or receive and
provide (and update as needed) the contact information listed in this requirement.

The Energy Data Access Committee

a.

The Energy Data Access Committee will meet at least once a quarter for the initial
two years, and as necessary thereafter, to review and advise on the implementation
of the utilities’ energy data access programs, and to consider informally any
disputes regarding energy data access and make other informal recommendations
regarding technical and policy issues related to energy data access.

(Continued)
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

31390-G

GAS RULE NO. 27.1 Sheet 4

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

A. DATA REQUEST AND RELEASE PROCESS (Cont'd)

4. The Energy Data Access Committee (Cont'd)

b.

If a party does not accept the recommendation of the Energy Data Access
Committee, that party maintains full rights to request a formal consideration of the
matter by the Commission via the Commission’s petition process. If the Access
Committee recommends against providing access to the data requested by a third-
party, that party may file a petition with the Commission seeking clarification of
access rules. If the Access Committee recommends providing access to the data
and a utility declines to follow the recommendation, PG&E should similarly file a
petition seeking clarification of Commission policies concerning whether that
particular request is consistent with Commission policies and privacy laws.

5. Privacy and Information Security Laws

a.

Nothing in this process requires or authorizes PG&E or a third-party to violate any
existing privacy or information security laws, rules or orders, including the
Commission’s privacy rules. Nothing in this process requires or authorizes PG&E or
a third-party to transfer, sell, or license energy data that consists of PG&E's
intellectual property, trade secrets, or competitively-sensitive data. The transfer,
sale or licensing of such intellectual property, trade secrets and competitively-
sensitive data will be subject to Commission review and approval consistent with
existing Commission rules and orders regarding the sale, transfer or licensing of
utility assets.

6. Standardized Data Output and Delivery

a.

All data outputs will be in standard formats. Data will be accessible in specified
formats such as comma-delimited, XML, or other agreed-upon formats. Customized
outputs or formats should be avoided. The Energy Data Access Committee can
review formats annually to ensure that the utilities are consistent with current
technology trends for data sharing formats.

Mechanisms for handling data delivery for request of all sizes in a secure manner
should be standardized. To the extent possible, PG&E will provide data through the
customer data access program adopted in D. 13-09-025. Some requests may be
very small and require very little effort to transmit or deliver. Others could be
gigabytes in size. In addition, sensitive customer information or other information
subject to protections will be transmitted to the third party with reasonable
encryption. By standardizing delivery mechanisms, PG&E and third-parties will
provide pre-approved delivery methods for sensitive information, reducing risk as
well as the time to transmit and receive the data.

(Continued)
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

31391-G

GAS RULE NO. 27.1 Sheet5 (N)

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

A. DATA REQUEST AND RELEASE PROCESS (Cont'd)

7. Academic Researcher Qualifications

a.

Academic researchers shall possess all of the following qualifications in order to be
eligible for access to covered energy data:

1)

2)

The researcher is affiliated with a non-profit college or university accredited by
a national or regional accrediting agency and the accrediting agency is
formally recognized by the U.S. Secretary of Education.

The researcher is a faculty member or is sponsored by a faculty member and
the researcher and the sponsoring faculty members are responsible for
carrying out the terms of the data release and a non-disclosure agreement.

Concerning the specific research, to receive covered data, the research project and
the researcher shall fulfill the following conditions:

1)

2)

3)

The researcher shall demonstrate that the proposed research will provide
information that advances the understanding of California energy use and
conservation. Research may include, but is not limited to, analysis of the
efficacy of Energy Efficiency (EE) programs, or demand response programs,
or the quantification of the response of electricity consumers to different
energy prices or pricing structures. In addition, research pertaining to GHG
emissions, the integration of renewable energy supplies into the electric grid,
and the analysis of grid operations are also topics vested with a public interest
and will advance the understanding of California energy use and conservation.
In addition to these research topics, research tied to any energy policy
identified in the Public Utilities Code as serving a public purpose is also
appropriate.

Pursuant to the California Information Practices Act, University of California
researchers or researchers associated with non-profit education’s institutions
that seek data containing Personally Identifiable Information (PIl) shall
demonstrate compliance with the provisions of Civil Code § 1798.24(t)(1).

The project shall be certified to be in compliance with the federal government’s
“Common Rule” for the protection of human subjects by an “Institutional
Review Board,” as defined in the National Science Foundation’s Code of
Federal Regulations 45CFR690: Federal Policy for the Protection of Human
Subjects. For research undertaken by members of the University of California,
researchers must demonstrate approval of the project by the CPHS for the
CHHSA or an institutional review board, as authorized in paragraphs (4) and
(5) of Civil Code § 1798.24(t). Specifically, the review board must accomplish
the specific tasks identified in Civil Code § 1798.24(t)(2).

(N)
(N)
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No. 31392-G

San Francisco, California Cancelling Cal. P.U.C. Sheet No.
L ERVES
Gas Sample Form No. 79-1166 Sheet1l (N)
Non-Disclosure Agreement (N)
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dl
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THIS AGREEMENT is by and between (“Recipient”), and
(“Pacific Gas and Electric Company” or “PG&E"”) on
(“Effective Date”) and, if applicable, terminating on . This Agreement is entered into

pursuant to California Public Utilities Commission Decision 14-05-016 (the “Commission Order”)
requiring that PG&E disclose certain information as specified in the Commission Order.

Subject to the Commission Order and this Agreement, Recipient and PG&E agree as follows:

1. This Agreement is limited to information and data as identified in Exhibit A to this Agreement,
which is in the possession or control of the PG&E and for which this Commission Order requires an
NDA prior to disclosure to a requesting party (hereinafter “Data”). This Agreement applies to such
Data, whether conveyed orally or in written, electronic or other form of media, and whether or not
marked as “proprietary,” “confidential,” or “trade secret.” This includes customer-specific billing,
credit, or usage information, electricity and/or gas usage information, which has not been publicly
disclosed or within the public domain.

2. Protection of Data. In consideration of having access to such Data, and for the purpose specified

below in Attachment B, the Recipient shall hold the Data in strict confidence, and not disclose it, or
otherwise make it available to any person, entity or third party without the prior written consent of
the PG&E. The Recipient agrees that all such Data:

a. Shall be used only for the purpose(s) as identified by Recipient and described below in
Attachment B; and for no other secondary purpose; and

b. Shall be used in compliance with all applicable privacy and information security laws and
regulations, including, without limitation, California Public Utilities Code Sections 394,
454.5(g) and 8380, California Civil Code Sections 654-655, 1798 et seq., and 3426-3426.11.

c. Shall not be reproduced, copied, in whole or in part, in any form, except as specifically
agreed to by Recipient and PG&E, and in conformance with the purpose(s) as identified in
Attachment B; and

d. Shall, together with any copies, reproductions, documents or other records thereof, in
any form created by the Recipient that contain Data be either (1) returned to PG&E upon
completion of services or work product or (2) destroyed, with signed verification, by
Recipient upon completion of services or work product described in Attachment B; and

e. Shall not be used to attempt to re-identify individual customers by combining or
comparing the Data with other data either already available to the Recipient or other
publically available sources of information.
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3. PG&E shall provide the Recipient with access to the Data based on the understanding that the
Data is needed by Recipient to implement their research/project or other use as explained in
Attachment B.

4. PG&E shall not unreasonably withhold the Data from the Recipient and understands that any
such action will impact and potentially hinder the research/project or use.

5. The Recipient agrees that the Data shall be released only to persons or entities involved in the
research/project or use set forth in Attachment B, and the Recipient shall inform all persons or

entities who have access to the Data that they are subject to the requirements of this agreement
and obtain a certificate from each acknowledging that they agree to comply with this agreement.

6. The Recipient shall take all reasonable security precautions to keep confidential the Data
provided by PG&E under this agreement. The Recipient is not prohibited from using or disclosing
Data: (a) that the Recipient can demonstrate by written records was known to it prior to receipt
from PG&E; (b) that is now, or becomes in the future, public knowledge other than through an act
or omission of the Recipient; (c) that the Recipient obtains in good faith from a third party not
bound by confidentiality obligations to PG&E; (d) that the Recipient develops independently, for
which the Recipient can demonstrate by written records that independent development occurred
without knowledge or use of the Data received by PG&E; (e) where the Data is not otherwise
confidential, and identifying information has been removed such that an individual, family,
household or residence, or non-residential customer cannot reasonably be identified or re-
identified; or (f) when Data is not otherwise confidential, and is used by another party to perform
statistical analysis and the underlying data is never disclosed to that party.

7. The Recipient shall take “Security Measures” with the handling of Data to ensure that the Data
will not be compromised and shall be kept secure. Security Measures shall mean reasonable
administrative, technical, and physical safeguards to protect Data from unauthorized access,
destruction, use, modification or disclosure, including but not limited to:

a. written policies regarding information security, disaster recovery, third-party assurance
auditing, penetration testing;

b. password protected workstations at Recipient’s premises, any premises where Work or
services are being performed, and any premises of any person who has access to such Data;

c. encryption of the Data;

d. measures to safeguard against the unauthorized access, destruction, use, alteration or
disclosure of any such Data including, but not limited to, restriction of physical access to
such data and information, implementation of logical access controls, sanitization or
destruction of media, including hard drives, and establishment of an information security
program that at all times is in compliance with reasonable security requirements as agreed
to between Recipient and Utility.
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8. The Recipient upon the discovery of any unauthorized use or disclosure of the Data shall follow
the protocol set forth in Attachment C and will cooperate in every reasonable way to help PG&E
and the Commission prevent further unauthorized disclosure or use of the Data.

9. Notwithstanding other provisions of this agreement, Recipient may disclose any of the Data in
the event it is required to do so by the disclosure requirements of any law, rule, or regulation or any
order, decree, subpoena or ruling or other similar process of any court, governmental agency or
governmental or regulatory agency of competent jurisdiction. Prior to making such disclosure,
Recipient shall provide Utility with no less than 10 days’ advance written notice of any such
requirement so that Utility may, at its sole discretion, seek a protective order or other appropriate
remedy.

10. Recipient may not assign any of its rights or delegate any of its obligations hereunder without
the prior written consent of Utility, which consent shall be at Utility’s sole discretion. Any purported
assignment or delegation in violation of this Section shall be null and void. No assignment or
delegation shall relieve Recipient of any of its obligations hereunder. This Agreement is for the sole
benefit of the Parties and their respective successors and permitted assigns and nothing herein,
express or implied, is intended to or shall confer upon any other person or entity any legal or
equitable right, benefit or remedy of any nature whatsoever under or by reason of this Agreement.

11. This Agreement shall not be modified except by a written agreement dated subsequent to the
date of this agreement and signed by authorized representatives of both parties. None of the
provisions of this Agreement shall be deemed to have been waived by any act or acquiescence by
either party, but only by an instrument in writing signed by an authorized representative of the
party. No waiver of any provisions of this agreement shall constitute a waiver of any other
provision(s) or of the same provision on another occasion.

12. If any provision of this agreement shall be held by a court of competent jurisdiction to be illegal,
invalid or unenforceable, the remaining provisions shall remain in full force and effect.

13. This Agreement shall be governed by and interpreted in accordance with the laws of The State
of California, without regard to its conflict of laws principles. In the event of any litigation to enforce
or interpret any terms of this Agreement, the parties agree that such action will be brought in the
Superior Court of the County of [Specify location], California (or, if the federal courts have exclusive
jurisdiction over the subject matter of the dispute, in the U.S. District Court in or closest to [Specify
location], and the parties hereby submit to the exclusive jurisdiction of such courts. Service of
process, summons, notice or other document by mail to such Party’s address set forth herein shall
be effective service of process for any suit, action or other proceeding brought in any such court.

14. Recipient shall be liable for the actions of any disclosure or use by its Representatives contrary
to the Commission Order and this Agreement. Except in connection with Recipient’s obligations in
Section 9 hereof, neither Party shall have any liability to the other for any special, indirect,
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incidental or consequential loss or damage whatsoever, even if such party has been advised in
advance that such damages could occur.

15. Recipient shall defend and hold harmless Utility and its affiliates, officers, directors, employees,
agents, representatives, successors and assigns, from and against any and all losses, causes of
action, liabilities, damages and claims, and all related costs and expenses, fines, penalties, or
interest, including reasonable outside legal fees and costs, arising out of, in connection with, or
relating to Recipient’s use, maintenance and/or disclosure of Data.

16. Notwithstanding expiration or termination of this Agreement, the obligations of Recipient under
this Agreement to protect or (upon termination, destroy) the Data shall continue in perpetuity.

17. All notices to be given under this Agreement shall be in writing and sent by (a) a nationally
recognized overnight courier service, in which case notice shall be deemed delivered as of the date
shown on the courier’s delivery receipt, (b) facsimile or electronic mail during business hours of the
recipient, with a copy of the notice also deposited in the United States mail (postage prepaid) the
same business day, in which case notice shall be deemed delivered on successful transmission by
facsimile or electronic mail, or (c) United States mail, postage prepaid, in which case notice shall be
deemed delivered as of two business days after deposit in the mail, addressed as follows:

If to PG&E:

If to Recipient:

The notice information for each Party set forth above may be changed by such Party upon written
notice to the Party, provided that no such notice shall be effective until actual receipt of such notice
by the other Party. Copies of notices are for informational purposes only, and a failure to give or
receive copies of any notice shall not be deemed a failure to give notice.

18. Neither party shall have any liability to the other for any special, indirect, incidental, punitive,
exemplary or consequential losses or damages arising out of this Agreement, including, without
limitation, loss of funding, even if such party has been advised in advance that such damages could
occur.

19. This Agreement may be executed in counterparts, each of which shall be deemed an original,
but all of which together shall be deemed to be one and the same agreement. A signed copy of this
Agreement delivered by facsimile, e-mail or other means of electronic transmission shall be
deemed to have the same legal effect as delivery of an original signed copy of this Agreement.
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Project/Research Description(s)
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Security Breach Protocol

Recipient shall immediately notify the Commission and PG&E in writing of any unauthorized
access or disclosure of the Data.

a. Recipient shall take reasonable measures within its control to immediately stop the
unauthorized access or disclosure of Data to prevent recurrence and to return to Utility
any copies.

b. Recipient shall provide the Commission and PG&E (i) a brief summary of the issue,
facts, and status of Recipient’s investigation; (ii) the potential number of individuals
affected by the security breach; (iii) the Data that may be implicated by the security
breach; and (iv) any other information pertinent to PG&E’s understanding of the
security breach and the exposure or potential exposure of the Data.

c. Recipient shall investigate such breach or potential breach, and shall inform PG&E, in
writing, of the results of such investigation, and assist PG&E (at Recipient’s sole cost and
expense) in maintaining the confidentiality of such Data.

d. If requested in writing by PG&E or by the Commission, Recipient will notify the
potentially affected persons regarding such breach or potential breach within a
reasonable time period determined by PG&E and in a form as specifically approved in
writing by PG&E. In addition, in no event shall Recipient issue or permit to be issued any
public statements regarding the security breach involving the Data unless PG&E
requests Recipient to do so in writing.

Automated Document, Preliminary Statement Part A Page 1 of 1
Form 79-1166, Exhibit C

Advice 3501-G/4468-E

July 2014



Pacific Gas and NON-DISCLOSURE AGREEMENT

DGAE Electric Company Exhibit D
Non-Disclosure Certificate
l, , hereby certify that (i) | am an employee,

agent or contractor of [specify Recipient’s legal name] (“Recipient”), (ii) | understand that
access to Data (as defined in the NDA) will be provided to me pursuant to the terms and
restrictions of that certain Non-Disclosure Agreement, dated and effective [specify date set
forth in introductory paragraph of NDA], by and between Pacific Gas and Electric Company and
Recipient (“NDA”), (iii) | have been given a copy of and have read and understand the NDA, and
| agree to be bound by the NDA and all of its terms and restrictions in my capacity as a
researcher of Recipient, and (iv) | shall not disclose (other than in accordance with the NDA) to
anyone the contents of the Data, or any other form of information, that copies or discloses the
Data.

By:

Title:

Organization:

Date:
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As set forth in Ordering Paragraph 5 and Section 8 of California Public Utilities Decision (D.) 14-05-016,
eligible local governments requesting aggregated and anonymous energy usage data pursuant to the
Decision must expressly agree to the following terms of service prior to receiving any such data.

a. The local government agrees to use the data for the purposes stated in the request.

b. The local government agrees to not release the data to another third party or publicly
disclose the data.

c. Priorto the release of any data to a requesting local government PG&E must inform the
Executive Director of the Commission via a formal letter four weeks in advance of the
proposed transfer. The letter shall contain the following information:

1. The purpose identified by the local government requesting data.

i. A description of the data requested and to be released.

d. The local government agrees to immediately notify the Commission and the utility in

writing of any unauthorized access or disclosure of the data.

e. The local government agrees to require all agents, contractors, consultants, or other
representatives of the local government that are not employees of the local government to
agree to and execute the Non-Disclosure Certificate attached to this agreement, and to
provide the utility with copies of all such Non-Disclosure Certificates, prior to any disclosure

or use of the data by such agents, contractors, consultants or other representatives.

f. The local government agrees to comply with the laws, rules and orders of the California
Public Utilities Commission applicable to the release, use and disclosure of the data,

including D.14-05-016.
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Agreed By: Agreed By:

Title: Title:

Name of Local Government: On behalf of PG&E

Date: Date:
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Non-Disclosure Certificate

l, , hereby certify that (i) | am an agent,

contractor, consultant or representative of [specify local government’s name], (ii) | understand
that access to energy usage data will be provided to me by [name of local government]
pursuant to the terms and restrictions of that certain “Local Government’s Terms of Service
Acceptance Agreement” (“Agreement”) by and between [name of local government] and PG&E,
dated and effective [date], (iii) | have been given a copy of and have read and understand the
Agreement, and | agree to be bound by the Agreement and all of its terms and restrictions in
my capacity as agent, contractor, consultant or representative of [name of local government],
(iv) I shall not disclose (other than in accordance with the Agreement) to anyone the contents
of the data, or any other form of information, that copies or discloses the data; and (v) | agree
that [name of local government and PG&E] are third-party beneficiaries of this Non-Disclosure
Certificate.

By:

Title:

Organization:

Date:

Automated Document, Preliminary Statement Part A Page 3 of 3
Form 79-1167

Advice 3501-G/4468-E

July 2014



Pacific Gas and Electric Company Revised Cal. P.U.C. Sheet No. 31394-G

) San Francisco, California Cancelling  Revised Cal. P.U.C. Sheet No. 31338-G
& U 39
GAS TABLE OF CONTENTS Sheet 1
CAL P.U.C.
TITLE OF SHEET SHEET NO.
LI L= =T T PSSP 31394-G
RAtE SCREAUIES ... ettt e e e e e 31339,31327-G
Preliminary Statements.............ciiiiii e 31328,31290-G
RUIBS .o 31395-G
Maps, Contracts and DEVIAtIONS ............oooiiiii ettt 29288-G
Sample FOMMS ... 30592,31396,31397,30325,30326,30439,30327-G
(Continued)
Advice Letter No:  3501-G Issued by Date Filed July 30, 2014
Decision No. 14-05-016 Brian K. Cherry Effective
Vice President Resolution No.

1P5 Regulatory Relations



Pacific Gas and Electric Company Revised Cal. P.U.C. Sheet No. 31395-G

San Francisco, California Cancelling Revised Cal. P.U.C. Sheet No. 31336-G*
& U 39
GAS TABLE OF CONTENTS Sheet 6
CAL P.U.C.
RULE TITLE OF SHEET SHEET NO.
Rules
Rule 01 DefinitionS.......cveeeeiiiiee e 31083,26782,25123,18197,26823,26824,24120,18200,
.................................. 22924,29263, 29264,29265,29266,29267,29268,29269,29270-G
Rule 02 Description of Service... 23062-23066,26825-G
Rule 03 APPIICALION fOI SEIVICE .....eiiiiiiie it 27248,27249-G
Rule 04 (0] 11 = 1o £= PSPPI 17051-G
Rule 05 Special Information Required on Forms ................... 30088,13348-13349-G
Rule 06 Establishment and Reestablishment of Credit 22126,30687,31329-G
Rule 07 DEPOSIES ...t 31330,28655-G
Rule 08 NOBICES woeeeveeee e 31331,17580,30688,30689,15728-G
Rule 09 Rendering and Payment of BillS ...........cooooiiiiiiiiiiiiiiees 24128,24129,27941,23518,31332,
.................................................................................................................. 27345,27346,28562-G
Rule 10 DISPULE BillS.....ceeeiiiiieiiei et 18214-18216-G
Rule 11 Discontinuance and Restoration of Service................... 18217,31333*,18219,18220,27251,23520,
........................................................... 18223,18224,18225,18226,18227,27252,31334,19710-G
Rule 12 Rates and Optional Rates ..........ccccccveeeiviiciiieieee e 18229,27253,24132,21981-21982,24474-G
Rule 13 TEMPOIATY SEIVICE ..ccuitieeiiiiie ettt ettt e e bt e s e e e s b b e e s et e e e s anneeennneeeas 22832-G
Rule 14 Capacity Allocation and Constraint of Natural Gas Service........ 18231-18235,30690-30698,28283,
.................................................................... 30699-30702, 29787, 28289,28290,30703,28292-G
Rule 15 Gas Main Extensions..................... 21543,18802-18803,31117,20350,29271,29272,26827,21544,
................................................................... 21545,22376,22377-22379,26828,26829,18814-G
Rule 16 Gas Service Extensions ................. 21546,18816,17728,17161,18817,18818,18819,18820,18821,
...................................................................... 18822,29273,18824,18825,17737,18826,18827-G
Rule 17 Meter Tests and Adjustment of Bills for Meter Error 14450,28656,28764,28770,28771,
.................................................................................. 28772,28773,28774-G
Rule 17.1 Adjustment of Bills for Billing Error ............ccccceeenes 22936,28657,29274-G
Rule 17.2 Adjustment of Bills for Unauthorized Use ...........ccccccveeiiiiiiiiienennn. 22937,14460,14461-G
Rule 18 Supply to Separate Premises and Submetering of Gas 22790,17796,13401-G
Rule 19 Medical Baseline QUaNntitieS ...........cccoovviiiiiiiiiiieeeeeee s 21119,21120,21121-G
Rule 19.1 California Alternate Rates for Energy for Individual Customers and Submetered Tenants of
Master-Metered CUSIOMEIS ........uuiiiiiiiiiieeeee e e 31214,31215,30445,28210-G
Rule 19.2 California Alternate Rates for Energy for Nonprofit Group-Living Facilities
............................................................................................ 24609,31216,17035,31217,30448-G
Rule 19.3 California Alternate Rates for Energy for Qualified Agricultural Employee Housing Facilities
....................................................................................................... 24138,31218,31219,27256-G
Rule 21 Transportation of Natural Gas................... 27591,29192,29193,23786,23194,23195,21845,23196-
........................................................... 23199,22086,22087,24444,24445,22735,22736,22737-G
Rule 21.1 Use of Pacific Gas and Electric Company’s Firm Interstate Rights
.................................................................................................................. 20461,18260,18261-G
Rule 23 Gas Aggregation Service for Core Transport Customers ..................... 29275,18263,26664,18265,
............................. 26665-26666,24825,24826,24827,24828,29276,29277,26667,24832-24833,
24849,29278,-29279,18272-G,29248,29249,29250,29251,29252,29253,29254,
.................................................................................................... 29255,29256-G
Rule 25 Gas Services-Customer Creditworthiness and Payment Terms 28816-28828-G
Rule 26 Standards of Conduct and Procedures Related to Transactions with Intracompany
Departments, Reports of Negotiated Transactions, and Complaint Procedures
....................................................................................................... 18284,18285,18633,30704-G
Rule 27.1 Access to Energy Usage and Usage-Related Data While Protecting Privacy of Personal Data (N)

............................................................................................................................. 31387-31391-G  (N)

(Continued)
Advice Letter No:  3501-G Issued by Date Filed July 30, 2014
Decision No. 14-05-016 Brian K. Cherry Effective August 29, 2014

6H9

Vice President Resolution No.
Regulatory Relations




Pacific Gas and Electric Company Revised Cal. P.U.C. Sheet No. 31396-G
San Francisco, California Cancelling Revised Cal. P.U.C. Sheet No. 31176-G
& U 39
GAS TABLE OF CONTENTS Sheet 9
CAL P.U.C.
FORM TITLE OF SHEET SHEET NO.
Sample Forms: Rules 19.1, 19.2, and 19.3
01-9077 CARE/FERA Program Application for Residential Single-Family Customers.................... 30451-G
01-9285 CARE/FERA Program Application for Tenants of Sub-Metered Residential Facilities ....... 30452-G
61-0535 CARE Program Application for OMS/Non-Profit Migrant Farm Worker
HOUSING CRNLEIS ..ottt e e et e e e e e e st e e e e e e e inneneeeas 30453-G
62-0156 CARE Program Application for Qualified Nonprofit Group-Living Facilities........................ 30454-G
62-1198 CARE Program Application for Qualified Agricultural Employee Housing Facilities ........... 30462-G
61-0522 Application for Farm Workers Residential Single Family Customers
62-1477 CARE/FERA Program Income GUIdelINES ........coooiuuiiiiiiiiiiiiiiieeee e
03-006 Postage-Paid APPICAtION ..........uviiiiiie et a e ares
Sample Forms: Rule 21
79-1132 Request for Manual Modification Process for Independent Storage Provider Injection (per Gas
RUIE 21, B.3u0) teeiutiiiiie ittt ettt ettt b ettt b e b e bt e et e nbe e ne e 30039-G
79-1133 Request for Manual Modification Process for Independent Storage Provider Withdrawal (per Gas
RUIE 21, B.3M1) ittt 30040-G
79-1134 Request for Manual Modification Process for PG&E Injection (per Gas Rule 21, B.3.i) ....30041-G
79-1135 Request for Manual Modification Process for PG&E Injection (per Gas Rule 21, B.3.i) ....30042-G
Sample Forms: Rule 27.1
79-1166 NON-DISCIOSUrE AQIrEEMENT .....eiiiiiiiie ittt e et e et e e e 31392-G (N)
79-1167 Local Governments Terms of Service Acceptance Agreement..........cccoevvecueveeeeeeeeeniinnen. 31393-G (N)
L
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L
(Continued)
Advice Letter No:  3501-G Issued by Date Filed July 30, 2014
Decision No. 14-05-016 Brian K. Cherry Effective August 29, 2014
Vice President Resolution No.
9H7 Regulatory Relations



Pacific Gas and Electric Company Revised Cal. P.U.C. Sheet No. 31397-G
) San Francisco, California Cancelling  Revised Cal. P.U.C. Sheet No. 31299-G
& U 39
GAS TABLE OF CONTENTS Sheet 10
CAL P.U.C.
FORM TITLE OF SHEET SHEET NO.
Sample Forms: Residential
79-1047 Authorization to Change Residential Rate NGV Home Refueling ...........cccocoviviciniiie. 30766-G (L)
62-0972 CARE/FERA Program Application for Residential Single-Family Customers(Eng/Chinese)30460-G |
62-0973 CARE/FERA Program Application for Residential Single-Family Customers (Eng/Vietn)..30461-G |
62-0939 CARE/FERA Program Application for Residential Single Family (Pre-Printed Application |
INSEIUCHION) ... e e e e e e e e st abe e e e e e 30458-G |
62-0919 CARE/FERA Program Application for Residential Single-Family Customer (Pre-Printed |
APPIICALION) . 30457-G |
62-0940 CARE Program Re-Certification Instructions — Residential Single-Family Customers....... 30459-G |
62-1509 CARE Program Re-Certification Application — Residential Single-Family Customers........ 30464-G |
62-0672 CARE/FERA Program Application for Tenants of Sub-Metered Facilities (Eng/Chinese) .. 30455-G |
62-0673 CARE/FERA Program Application for Tenants of Sub-Metered Facilities (Eng/Vietn)....... 30456-G |
79-1051 CARE/FERA Program Application for Residential Single Family Customers (Eng) — |
Large Print APPlCatioN ... ..cccooiuiiiiiiiei et 30465-G |
79-1052 CARE/FERA Program Application for Residential Single Family Customers (Spanish) — |
Large Print APPlCAtioN .......coooiiiiiii e 30466-G |
79-1053 CARE/FERA Program Application for Residential Single Family Customers (Chinese) — |
Large Print APPlCatioN ... ..c.coiuiiiiieiei e 30467-G |
79-1054 CARE/FERA Program Application for Residential Single Family Customers (Viethamese) — |
Large Print APPlCAtioN .......coooiiiiiii s 30468-G |
79-1055 CARE/FERA Program Application for Tenants of Sub-Metered Residential Facilities |
(English) — Large Print AppliCation ...........c.coviiiieieiiiieis e 30469-G |
79-1056 CARE/FERA Program Application for Tenants of Sub-Metered Residential Facilities |
(Spanish) — Large Print Application ............ccoooiiiiiii e 30470-G |
79-1057 CARE/FERA Program Application for Tenants of Sub-Metered Residential Facilities |
(Chinese) — Large Print AppliCation............coeiiiiiiriiiieis e 30471-G |
79-1058 CARE/FERA Program Application for Tenants of Sub-Metered Residential Facilities |
(Vietnamese) — Large Print Application ...........ccooviiiiiiic e 30472-G |
79-1059 CARE/FERA Program Income Guidelines — Large Print...........cccccooiiiviiiei e 30473-G |
79-1119 Tenant RightS Letter............cii it et e et ne e e ere e e e 31171-G (L)
Sample Forms
Non-Residential
79-753 Compressed Natural Gas Fueling Agreement....... ... 31297-G
79-755 Agreement for Transportation of Natural Gas for Compression as a Motor-Vehicle Fuel 30760-G
79-756 Natural Gas Service AQreEMENL............civiiiiii et eee e e e e eaees 30310-G
79-757 Natural Gas Service Agreement Modification Revised Exhibits ............cccccoooeeiiiininnnen. 30311-G
79-759 Supplemental Agreement for As-Available Capacity .............ccoociiiiiiiii 30312-G
(Continued)
Advice Letter No:  3501-G Issued by Date Filed July 30, 2014
Decision No. 14-05-016 Brian K. Cherry Effective August 29, 2014
Vice President Resolution No.

10H7

Regulatory Relations




ATTACHMENT 1
Advice 4468-E

Cal P.U.C. Cancelling Cal
Sheet No. Title of Sheet P.U.C. Sheet No.

34311-E ELECTRIC RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
Sheet 1

34312-E ELECTRIC RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
Sheet 2

34313-E ELECTRIC RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
Sheet 3

34314-E ELECTRIC RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
Sheet 4

34315-E ELECTRIC RULE NO. 27.1
Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data
Sheet 5

34316-E Electric Sample Form No. 79-1166
Non-Disclosure Agreement
Sheet 1

34317-E Electric Sample Form No. 79-1167
Local Governments Terms of Service Acceptance
Agreement
Sheet 1

34318-E ELECTRIC TABLE OF CONTENTS 34254-E
Sheet 1

34319-E ELECTRIC TABLE OF CONTENTS 34145-E
RULES
Sheet 21

34320-E ELECTRIC TABLE OF CONTENTS 33726-E
SAMPLE FORMS
Sheet 26

Page 1 of 1



Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

34311-E

ELECTRIC RULE NO. 27.1 Sheet 1

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

The following rule provides Pacific Gas and Electric Company’s (PG&E’s) policies and procedures
governing access to energy usage and usage-related data by eligible academic researchers, local
government entities, and state and federal agencies (“Third Parties”) adopted as Attachment A to
California Public Utilities Commission Decision (D.) 14-05-016.

A. DATA REQUEST AND RELEASE PROCESS

1. PG&E Responsibilities

a.

PG&E will provide a single point-of-contact (POC) for filing and processing third-
party energy usage data requests.

The single POC will include a single email mailbox or website and other contact
information to which requests for energy data access may be transmitted.

The single POC information will be provided prominently and conveniently on
PG&E’s website.

PG&E’s website will provide access to an electronic input form for third-parties to
request energy data access.

PG&E’s website is expected to eventually include a Data Catalog of energy data
access requests made, fulfilled, and/or denied. New requests for data that have
previously been received and fulfilled can easily be made available to eligible third-
parties. PG&E will provide data without charge, but may record costs in a
memorandum account and subsequently seek recovery via an application or
general rate proceeding.

Within one business day of receiving a request form, from a third-party requesting
access to energy data, PG&E will respond by email or in writing acknowledging and
confirming receipt of the request.

Within seven business days of receiving a request form from a third-party for
access to energy data, PG&E will respond by email or in writing regarding whether
the information on the form is complete and, if incomplete, what additional
information is required for PG&E to process the request.

Within 15 business days of receiving a complete request for access to energy data
from a third-party, PG&E will respond by email or in writing regarding whether it is
able to grant the request, and provide a proposed schedule for providing the
requested data. If PG&E responds that it cannot grant access to the data, it will
provide specific reasons why it cannot provide the data or offer other options for
providing data access (such as providing data listed in the Data Catalog or
suggesting modifications to the request such that it could be granted). If the
requesting party disagrees with PG&E’s rejection of its request for data access or
the alternative options offered by PG&E, the third-party may bring the dispute for
informal discussion before the Energy Data Access Committee established below in
Section 4.
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

34312-E

ELECTRIC RULE NO. 27.1 Sheet 2

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

A. DATA REQUEST AND RELEASE PROCESS (Cont'd)

2. Non-Disclosure Agreement

a.

Prior to receiving access to energy data, the requesting party will execute a
standard non-disclosure agreement (Form 79-1166) if required by PG&E as
directed by D.14-05-016 (Section 7.2), with substantially consistent terms and
conditions among PG&E, SCE, SDG&E, and SoCalGas. In addition, if a pre-
disclosure review of the third-party’s information security and privacy controls and
protections is recommended by PG&E, the recommendations will be substantially
consistent among PG&E, SCE, SDG&E, and SoCal Gas and published in advance
and available on the utilities’ websites.

3. Terms of Service

a.

Local governments receiving aggregated and anonymous data need not sign a non-
disclosure agreement but must accept the following terms of service
(Form 79-1167):

1) The party will use the data for the purposes stated in the request.

2) The party will not release the data to another third party or publicly disclose the
data.

3) Prior to the release of any data to a requesting local government PG&E will
inform the Executive Director of the Commission via a formal letter four weeks
in advance of the proposed transfer. The letter shall contain the following
information:

a) The purpose identified by the party requesting data.

i. A description of the data requested and to be released.
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
San Francisco, California Cancelling Cal. P.U.C. Sheet No.
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34313-E

ELECTRIC RULE NO. 27.1 Sheet 3

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

A. DATA REQUEST AND RELEASE PROCESS (Cont'd)

3.

4.

Terms of Service (Cont'd)

b.

Simultaneous with Section 1.h (above), PG&E must inform the Executive Director of
the Commission via a formal letter of its proposed action. PG&E must also send a
copy of the letter to the requesting party. No data shall be released to university
researchers, state or federal government agencies, or local government entities
requesting data until four weeks have passed from the date of the letter informing
the Executive Director of the Commission of the proposed transfer. The letter shall
contain the following information:

1) The purpose identified by the party requesting data.
2) A description of the data requested and to be released.
3) The following contact information:

a) Name (Individual and organization, if applicable)

b) Address

¢) Phone and email address
For an entity that requests ongoing access to data without change in either purpose
or data requested, following the initial formal letter to the Executive Director by a
utility providing data, no advance letter is needed for subsequent transfers of the
same type of data. Instead, both PG&E and the requesting entity shall file a

quarterly report identifying the data that it is continuing to send or receive and
provide (and update as needed) the contact information listed in this requirement.

The Energy Data Access Committee

a.

The Energy Data Access Committee will meet at least once a quarter for the initial
two years, and as necessary thereafter, to review and advise on the implementation
of the utilities’ energy data access programs, and to consider informally any
disputes regarding energy data access and make other informal recommendations
regarding technical and policy issues related to energy data access.
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No. 34314-E
San Francisco, California Cancelling Cal. P.U.C. Sheet No.

& U 39

A. DATA REQUEST AND RELEASE PROCESS (Cont'd) (N)

4. The Energy Data Access Committee (Cont'd)

b.

5. Privacy and Information Security Laws

a.

6. Standardized Data Output and Delivery

a.

If a party does not accept the recommendation of the Energy Data Access
Committee,
matter by the Commission via the Commission’s petition process. If the Access

Committee

party, that party may file a petition with the Commission seeking clarification of
access rules. If the Access Committee recommends providing access to the data
and a utility declines to follow the recommendation, PG&E should similarly file a
petition seeking clarification of Commission policies concerning whether that
particular request is consistent with Commission policies and privacy laws.

Nothing in this process requires or authorizes PG&E or a third-party to violate any
existing privacy or information security laws, rules or orders, including the
Commission’s privacy rules. Nothing in this process requires or authorizes PG&E or
a third-party to transfer, sell, or license energy data that consists of PG&E's

intellectual

sensitive data will be subject to Commission review and approval consistent with
existing Commission rules and orders regarding the sale, transfer or licensing of
utility assets.

All data outputs will be in standard formats. Data will be accessible in specified
formats such as comma-delimited, XML, or other agreed-upon formats. Customized
outputs or formats should be avoided. The Energy Data Access Committee can
review formats annually to ensure that the utilities are consistent with current

technology

Mechanisms for handling data delivery for request of all sizes in a secure manner
should be standardized. To the extent possible, PG&E will provide data through the
customer data access program adopted in D. 13-09-025. Some requests may be
very small and require very little effort to transmit or deliver. Others could be
gigabytes in size. In addition, sensitive customer information or other information
subject to protections will be transmitted to the third party with reasonable

encryption.

provide pre-approved delivery methods for sensitive information, reducing risk as
well as the time to transmit and receive the data. (N)
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ELECTRIC RULE NO. 27.1 Sheet4 (N)
Access to Energy Usage and Usage-Related Data (N)
While Protecting Privacy of Personal Data (N)

that party maintains full rights to request a formal consideration of the

recommends against providing access to the data requested by a third-

property, trade secrets, or competitively-sensitive data. The transfer,

trends for data sharing formats.

By standardizing delivery mechanisms, PG&E and third-parties will
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Pacific Gas and Electric Company Original Cal. P.U.C. Sheet No.
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34315-E

ELECTRIC RULE NO. 27.1 Sheet5 (N)

Access to Energy Usage and Usage-Related Data
While Protecting Privacy of Personal Data

A. DATA REQUEST AND RELEASE PROCESS (Cont'd)

7. Academic Researcher Qualifications

a.

Academic researchers shall possess all of the following qualifications in order to be
eligible for access to covered energy data:

1)

2)

The researcher is affiliated with a non-profit college or university accredited by
a national or regional accrediting agency and the accrediting agency is
formally recognized by the U.S. Secretary of Education.

The researcher is a faculty member or is sponsored by a faculty member and
the researcher and the sponsoring faculty members are responsible for
carrying out the terms of the data release and a non-disclosure agreement.

Concerning the specific research, to receive covered data, the research project and
the researcher shall fulfill the following conditions:

1)

2)

3)

The researcher shall demonstrate that the proposed research will provide
information that advances the understanding of California energy use and
conservation. Research may include, but is not limited to, analysis of the
efficacy of Energy Efficiency (EE) programs, or demand response programs,
or the quantification of the response of electricity consumers to different
energy prices or pricing structures. In addition, research pertaining to GHG
emissions, the integration of renewable energy supplies into the electric grid,
and the analysis of grid operations are also topics vested with a public interest
and will advance the understanding of California energy use and conservation.
In addition to these research topics, research tied to any energy policy
identified in the Public Utilities Code as serving a public purpose is also
appropriate.

Pursuant to the California Information Practices Act, University of California
researchers or researchers associated with non-profit education’s institutions
that seek data containing Personally Identifiable Information (PIl) shall
demonstrate compliance with the provisions of Civil Code § 1798.24(t)(1).

The project shall be certified to be in compliance with the federal government’s
“Common Rule” for the protection of human subjects by an “Institutional
Review Board,” as defined in the National Science Foundation’s Code of
Federal Regulations 45CFR690: Federal Policy for the Protection of Human
Subjects. For research undertaken by members of the University of California,
researchers must demonstrate approval of the project by the CPHS for the
CHHSA or an institutional review board, as authorized in paragraphs (4) and
(5) of Civil Code § 1798.24(t). Specifically, the review board must accomplish
the specific tasks identified in Civil Code § 1798.24(t)(2).
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Pacific Gas and
WA Electric Company NON-DISCLOSURE AGREEMENT

dl
FORM 79-1166
THIS AGREEMENT is by and between (“Recipient”), and
(“Pacific Gas and Electric Company” or “PG&E"”) on
(“Effective Date”) and, if applicable, terminating on . This Agreement is entered into

pursuant to California Public Utilities Commission Decision 14-05-016 (the “Commission Order”)
requiring that PG&E disclose certain information as specified in the Commission Order.

Subject to the Commission Order and this Agreement, Recipient and PG&E agree as follows:

1. This Agreement is limited to information and data as identified in Exhibit A to this Agreement,
which is in the possession or control of the PG&E and for which this Commission Order requires an
NDA prior to disclosure to a requesting party (hereinafter “Data”). This Agreement applies to such
Data, whether conveyed orally or in written, electronic or other form of media, and whether or not
marked as “proprietary,” “confidential,” or “trade secret.” This includes customer-specific billing,
credit, or usage information, electricity and/or gas usage information, which has not been publicly
disclosed or within the public domain.

2. Protection of Data. In consideration of having access to such Data, and for the purpose specified

below in Attachment B, the Recipient shall hold the Data in strict confidence, and not disclose it, or
otherwise make it available to any person, entity or third party without the prior written consent of
the PG&E. The Recipient agrees that all such Data:

a. Shall be used only for the purpose(s) as identified by Recipient and described below in
Attachment B; and for no other secondary purpose; and

b. Shall be used in compliance with all applicable privacy and information security laws and
regulations, including, without limitation, California Public Utilities Code Sections 394,
454.5(g) and 8380, California Civil Code Sections 654-655, 1798 et seq., and 3426-3426.11.

c. Shall not be reproduced, copied, in whole or in part, in any form, except as specifically
agreed to by Recipient and PG&E, and in conformance with the purpose(s) as identified in
Attachment B; and

d. Shall, together with any copies, reproductions, documents or other records thereof, in
any form created by the Recipient that contain Data be either (1) returned to PG&E upon
completion of services or work product or (2) destroyed, with signed verification, by
Recipient upon completion of services or work product described in Attachment B; and

e. Shall not be used to attempt to re-identify individual customers by combining or
comparing the Data with other data either already available to the Recipient or other
publically available sources of information.

Automated Document, Preliminary Statement Part A Page 1 of 4
Form 79-1166
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3. PG&E shall provide the Recipient with access to the Data based on the understanding that the
Data is needed by Recipient to implement their research/project or other use as explained in
Attachment B.

4. PG&E shall not unreasonably withhold the Data from the Recipient and understands that any
such action will impact and potentially hinder the research/project or use.

5. The Recipient agrees that the Data shall be released only to persons or entities involved in the
research/project or use set forth in Attachment B, and the Recipient shall inform all persons or

entities who have access to the Data that they are subject to the requirements of this agreement
and obtain a certificate from each acknowledging that they agree to comply with this agreement.

6. The Recipient shall take all reasonable security precautions to keep confidential the Data
provided by PG&E under this agreement. The Recipient is not prohibited from using or disclosing
Data: (a) that the Recipient can demonstrate by written records was known to it prior to receipt
from PG&E; (b) that is now, or becomes in the future, public knowledge other than through an act
or omission of the Recipient; (c) that the Recipient obtains in good faith from a third party not
bound by confidentiality obligations to PG&E; (d) that the Recipient develops independently, for
which the Recipient can demonstrate by written records that independent development occurred
without knowledge or use of the Data received by PG&E; (e) where the Data is not otherwise
confidential, and identifying information has been removed such that an individual, family,
household or residence, or non-residential customer cannot reasonably be identified or re-
identified; or (f) when Data is not otherwise confidential, and is used by another party to perform
statistical analysis and the underlying data is never disclosed to that party.

7. The Recipient shall take “Security Measures” with the handling of Data to ensure that the Data
will not be compromised and shall be kept secure. Security Measures shall mean reasonable
administrative, technical, and physical safeguards to protect Data from unauthorized access,
destruction, use, modification or disclosure, including but not limited to:

a. written policies regarding information security, disaster recovery, third-party assurance
auditing, penetration testing;

b. password protected workstations at Recipient’s premises, any premises where Work or
services are being performed, and any premises of any person who has access to such Data;

c. encryption of the Data;

d. measures to safeguard against the unauthorized access, destruction, use, alteration or
disclosure of any such Data including, but not limited to, restriction of physical access to
such data and information, implementation of logical access controls, sanitization or
destruction of media, including hard drives, and establishment of an information security
program that at all times is in compliance with reasonable security requirements as agreed
to between Recipient and Utility.
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FORM 79-1166

8. The Recipient upon the discovery of any unauthorized use or disclosure of the Data shall follow
the protocol set forth in Attachment C and will cooperate in every reasonable way to help PG&E
and the Commission prevent further unauthorized disclosure or use of the Data.

9. Notwithstanding other provisions of this agreement, Recipient may disclose any of the Data in
the event it is required to do so by the disclosure requirements of any law, rule, or regulation or any
order, decree, subpoena or ruling or other similar process of any court, governmental agency or
governmental or regulatory agency of competent jurisdiction. Prior to making such disclosure,
Recipient shall provide Utility with no less than 10 days’ advance written notice of any such
requirement so that Utility may, at its sole discretion, seek a protective order or other appropriate
remedy.

10. Recipient may not assign any of its rights or delegate any of its obligations hereunder without
the prior written consent of Utility, which consent shall be at Utility’s sole discretion. Any purported
assignment or delegation in violation of this Section shall be null and void. No assignment or
delegation shall relieve Recipient of any of its obligations hereunder. This Agreement is for the sole
benefit of the Parties and their respective successors and permitted assigns and nothing herein,
express or implied, is intended to or shall confer upon any other person or entity any legal or
equitable right, benefit or remedy of any nature whatsoever under or by reason of this Agreement.

11. This Agreement shall not be modified except by a written agreement dated subsequent to the
date of this agreement and signed by authorized representatives of both parties. None of the
provisions of this Agreement shall be deemed to have been waived by any act or acquiescence by
either party, but only by an instrument in writing signed by an authorized representative of the
party. No waiver of any provisions of this agreement shall constitute a waiver of any other
provision(s) or of the same provision on another occasion.

12. If any provision of this agreement shall be held by a court of competent jurisdiction to be illegal,
invalid or unenforceable, the remaining provisions shall remain in full force and effect.

13. This Agreement shall be governed by and interpreted in accordance with the laws of The State
of California, without regard to its conflict of laws principles. In the event of any litigation to enforce
or interpret any terms of this Agreement, the parties agree that such action will be brought in the
Superior Court of the County of [Specify location], California (or, if the federal courts have exclusive
jurisdiction over the subject matter of the dispute, in the U.S. District Court in or closest to [Specify
location], and the parties hereby submit to the exclusive jurisdiction of such courts. Service of
process, summons, notice or other document by mail to such Party’s address set forth herein shall
be effective service of process for any suit, action or other proceeding brought in any such court.

14. Recipient shall be liable for the actions of any disclosure or use by its Representatives contrary
to the Commission Order and this Agreement. Except in connection with Recipient’s obligations in
Section 9 hereof, neither Party shall have any liability to the other for any special, indirect,
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incidental or consequential loss or damage whatsoever, even if such party has been advised in
advance that such damages could occur.

15. Recipient shall defend and hold harmless Utility and its affiliates, officers, directors, employees,
agents, representatives, successors and assigns, from and against any and all losses, causes of
action, liabilities, damages and claims, and all related costs and expenses, fines, penalties, or
interest, including reasonable outside legal fees and costs, arising out of, in connection with, or
relating to Recipient’s use, maintenance and/or disclosure of Data.

16. Notwithstanding expiration or termination of this Agreement, the obligations of Recipient under
this Agreement to protect or (upon termination, destroy) the Data shall continue in perpetuity.

17. All notices to be given under this Agreement shall be in writing and sent by (a) a nationally
recognized overnight courier service, in which case notice shall be deemed delivered as of the date
shown on the courier’s delivery receipt, (b) facsimile or electronic mail during business hours of the
recipient, with a copy of the notice also deposited in the United States mail (postage prepaid) the
same business day, in which case notice shall be deemed delivered on successful transmission by
facsimile or electronic mail, or (c) United States mail, postage prepaid, in which case notice shall be
deemed delivered as of two business days after deposit in the mail, addressed as follows:

If to PG&E:

If to Recipient:

The notice information for each Party set forth above may be changed by such Party upon written
notice to the Party, provided that no such notice shall be effective until actual receipt of such notice
by the other Party. Copies of notices are for informational purposes only, and a failure to give or
receive copies of any notice shall not be deemed a failure to give notice.

18. Neither party shall have any liability to the other for any special, indirect, incidental, punitive,
exemplary or consequential losses or damages arising out of this Agreement, including, without
limitation, loss of funding, even if such party has been advised in advance that such damages could
occur.

19. This Agreement may be executed in counterparts, each of which shall be deemed an original,
but all of which together shall be deemed to be one and the same agreement. A signed copy of this
Agreement delivered by facsimile, e-mail or other means of electronic transmission shall be
deemed to have the same legal effect as delivery of an original signed copy of this Agreement.
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Pacific Gas and NON-DISCLOSURE AGREEMENT
) Electric Company Exhibit A

Requested Information and Data
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) Electric Company Exhibit B

Project/Research Description(s)
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Pacific Gas and NON-DISCLOSURE AGREEMENT
DGAE Electric Company Exhibit C

Security Breach Protocol

Recipient shall immediately notify the Commission and PG&E in writing of any unauthorized
access or disclosure of the Data.

a. Recipient shall take reasonable measures within its control to immediately stop the
unauthorized access or disclosure of Data to prevent recurrence and to return to Utility
any copies.

b. Recipient shall provide the Commission and PG&E (i) a brief summary of the issue,
facts, and status of Recipient’s investigation; (ii) the potential number of individuals
affected by the security breach; (iii) the Data that may be implicated by the security
breach; and (iv) any other information pertinent to PG&E’s understanding of the
security breach and the exposure or potential exposure of the Data.

c. Recipient shall investigate such breach or potential breach, and shall inform PG&E, in
writing, of the results of such investigation, and assist PG&E (at Recipient’s sole cost and
expense) in maintaining the confidentiality of such Data.

d. If requested in writing by PG&E or by the Commission, Recipient will notify the
potentially affected persons regarding such breach or potential breach within a
reasonable time period determined by PG&E and in a form as specifically approved in
writing by PG&E. In addition, in no event shall Recipient issue or permit to be issued any
public statements regarding the security breach involving the Data unless PG&E
requests Recipient to do so in writing.
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Pacific Gas and NON-DISCLOSURE AGREEMENT

DGAE Electric Company Exhibit D
Non-Disclosure Certificate
l, , hereby certify that (i) | am an employee,

agent or contractor of [specify Recipient’s legal name] (“Recipient”), (ii) | understand that
access to Data (as defined in the NDA) will be provided to me pursuant to the terms and
restrictions of that certain Non-Disclosure Agreement, dated and effective [specify date set
forth in introductory paragraph of NDA], by and between Pacific Gas and Electric Company and
Recipient (“NDA”), (iii) | have been given a copy of and have read and understand the NDA, and
| agree to be bound by the NDA and all of its terms and restrictions in my capacity as a
researcher of Recipient, and (iv) | shall not disclose (other than in accordance with the NDA) to
anyone the contents of the Data, or any other form of information, that copies or discloses the
Data.

By:

Title:

Organization:

Date:
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Pacific Gas and LOCAL GOVERNMENTS TERMS OF
Jig4 Electric Company SERVICE ACCEPTANCE AGREEMENT

FORM 79-1167

As set forth in Ordering Paragraph 5 and Section 8 of California Public Utilities Decision (D.) 14-05-016,
eligible local governments requesting aggregated and anonymous energy usage data pursuant to the
Decision must expressly agree to the following terms of service prior to receiving any such data.

a. The local government agrees to use the data for the purposes stated in the request.

b. The local government agrees to not release the data to another third party or publicly
disclose the data.

c. Priorto the release of any data to a requesting local government PG&E must inform the
Executive Director of the Commission via a formal letter four weeks in advance of the
proposed transfer. The letter shall contain the following information:

1. The purpose identified by the local government requesting data.

i. A description of the data requested and to be released.

d. The local government agrees to immediately notify the Commission and the utility in

writing of any unauthorized access or disclosure of the data.

e. The local government agrees to require all agents, contractors, consultants, or other
representatives of the local government that are not employees of the local government to
agree to and execute the Non-Disclosure Certificate attached to this agreement, and to
provide the utility with copies of all such Non-Disclosure Certificates, prior to any disclosure

or use of the data by such agents, contractors, consultants or other representatives.

f. The local government agrees to comply with the laws, rules and orders of the California
Public Utilities Commission applicable to the release, use and disclosure of the data,

including D.14-05-016.

Automated Document, Preliminary Statement Part A Page 1 of 3
Form 79-1167

Advice 3501-G/4468-E

July 2014



m Pacific Gas and LOCAL GOVERNMENTS TERMS OF
4 Electric Company SERVICE ACCEPTANCE AGREEMENT
FORM 79-1167

Agreed By: Agreed By:

Title: Title:

Name of Local Government: On behalf of PG&E

Date: Date:

Automated Document, Preliminary Statement Part A Page 2 of 3
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Pacific Gas and LOCAL GOVERNMENTS TERMS OF
Jig4 Electric Company SERVICE ACCEPTANCE AGREEMENT
FORM 79-1167

Non-Disclosure Certificate

l, , hereby certify that (i) | am an agent,

contractor, consultant or representative of [specify local government’s name], (ii) | understand
that access to energy usage data will be provided to me by [name of local government]
pursuant to the terms and restrictions of that certain “Local Government’s Terms of Service
Acceptance Agreement” (“Agreement”) by and between [name of local government] and PG&E,
dated and effective [date], (iii) | have been given a copy of and have read and understand the
Agreement, and | agree to be bound by the Agreement and all of its terms and restrictions in
my capacity as agent, contractor, consultant or representative of [name of local government],
(iv) I shall not disclose (other than in accordance with the Agreement) to anyone the contents
of the data, or any other form of information, that copies or discloses the data; and (v) | agree
that [name of local government and PG&E] are third-party beneficiaries of this Non-Disclosure
Certificate.

By:

Title:

Organization:

Date:
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