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PUBLIC UTILITIES COMMISSION OF THE STATE OF CALIFORNIA

SUBJECT: Home Area Network Device Interoperability Validation Requirements
and Testing Process and The Eligibility Criteria

In compliance with Resolution E-4527 (the Resolution), Southern California Edison
Company (SCE), Pacific Gas and Electric Company (PG&E), and San Diego Gas &
Electric Company (SDG&E) (collectively referred to as the Investor Owned Utilities or
IOUs), hereby submit for filing their joint Tier 1 Advice Letter providing electric smart
meter interoperability validation requirements and testing process and eligibility criteria
for commercially available Home Area Network (HAN) devices offered by third parties
for the purpose of monitoring in near real-time the electricity usage recorded by the
smart meters. These criteria also include a common set of threshold requirements for
HAN device suppliers to be eligible for such interoperability validation testing by the
IOUs.

PURPOSE

The purpose of this advice filing is to comply with the Resolution, Ordering Paragraph
(OP) 1.b.i., which requires that the IOUs submit the eligibility criteria that must be met
by a device supplier for its device to be eligible for and satisfy electric smart meter
interoperability validation testing criteria. Prior to finalizing the criteria, the I0Us also will
collaborate and engage third parties regarding these criteria through facilitation by

Commission staff, also pursuant to the requirements of OP 1.b.1

1 staff facilitation of meetings between the I0Us and the third parties did not occur prior to the filing of
this Advice Letter because of time constraints.
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BACKGROUND

On July 29, 2011, the California Public Utilities Commission (Commission) issued
Decision (D.)11-07-056, Decision Adopting Rules to Protect the Privacy and Security of
the Electricity Usage Data of the Customers of Pacific Gas and Electric Company,
Southern California Edison Company, and San Diego Gas & Electric Company. Among
other things, D.11-07-056 adopted requirements that the IOUs submit implementation
plans for their HAN programs. Pursuant to OP 11 of D.11-07-056, PG&E submitted its
HAN Implementation Plan (HIP), Advice 3956-E, on November 28, 2011, followed by
SCE’s and SDG&E's Advice 2662-E and Advice 2307-E, respectively on November 29,
2011. On September 27, 2012, the Commission adopted the Resolution, which further
directs the IOUs to incorporate certain HAN implementation requirements into their
HIPs. Additionally, OP 1.b directs the IOUs to file a joint advice filing by December 1,
2012 to publish a common set of reasonable requirements and testing process for
validating interoperability between the 10Us’ electric smart meters and commercially-
available, third-party HAN devices and a common set of reasonable requirements to be
satisfied by a HAN device supplier for its device to be eligible for interoperability
validation testing by the IOUs.

CPUC Staff initiated the collaboration process by creating a Core HAN Working Group
to fulfill the requirements of the Resolution. The Core HAN Working Group currently
includes representatives from SCE, PG&E, SDG&E, The Division of Ratepayer
Advocates (DRA), the California Energy Commission (CEC), and the Commission. The
Core HAN Working Group held its initial meeting on October 23, 2012 and has
continued to meet on a recurring basis. Consistent with current practices pursuant to
D.07-04-043, the 10Us will collaborate with and share relevant findings and common
approaches to HAN device interoperability criteria with third parties and other interested
parties prior to finalizing the criteria proposed in this advice filing.

DISCUSSION

The 10Us collaborated to develop a HAN Device Compatibility Validation Guide (Guide),
included as Attachment A. The guide provides a comprehensive overview of the IOUs’
common device compatibility and interoperability validation and testing process,

including eligibility criteria2 and interoperability test cases (p.5 and Appendix A of the
Guide). Testing requirements, including objectives for each test, have been established
in eight functional areas including provisioning and commissioning, time, metering,
price, profile extension, frequency agility, and longevity. Each IOU has committed to
using the eligibility criteria, testing requirements, and testing process in the Guide to
validate compatibility of third-party HAN devices with its respective smart meters.
Pursuant to OPs 1.b.ii and iii of the Resolution, when independent third-party
laboratories are available to perform the interoperability testing and validation, such
testing and validation will be performed by such third-parties pursuant to separate
contracts between the HAN device providers and the third party laboratories. At that

2  The eligibility criteria are embodied in the questionnaire section of the Guide, which asks a series of
guestions regarding the device manufacturer’'s submission for testing.
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time, the I0Us will cease to perform the testing and validation themselves but will
review the test and validation results for compliance with the criteria set forth in this
advice filing. Until such third-party laboratories are available, the IOUs may perform the
testing and validation for at least five commercially-available HAN devices pursuant to
OP 1.c of the Resolution.

Consistent with OP 1.b.iii of the Resolution, which provides that “the Utilities shall not be
held liable for the market success or failure of a third-party HAN device” to the extent
that the Utilities publish validation results, the last two pages of the Guide also include a
proposed standard contract between the I0Us and third-party device manufacturers that
governs the I0Us’ liability and role in conducting and/or reviewing the results of HAN
device interoperability tests.

The I0Us will begin using the new process upon submission of this advice letter on
December 3, 2012 and upon finalizing the collaboration with each other, third-parties
and relevant standards-based organizations required by OP 1.b of the Resolution. The
new process will apply to those devices submitted for testing to the 10U on, or after,
December 3, 2012. At the I0U’s discretion, any devices submitted prior to December 3,
2012 may also be required to follow the Guide.

Devices which have already been tested by the 10U for compatibility and passed will not

be retested. Further, devices which were submitted prior to December 3, 2012 may be
processed under the method in effect at the time of the submission.

TIER DESIGNATION

Pursuant to OP 1.b.i of the Resolution, this advice letter is submitted with a Tier 1
designation.

EFFECTIVE DATE

This advice filing will become effective on the date filed.

NOTICE

Anyone wishing to protest this advice filing may do so by letter via U.S. Mail, facsimile,
or electronically, any of which must be received no later than 20 days after the date of
this advice filing. Protests should be mailed to:
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CPUC, Energy Division

Attention: Tariff Unit

505 Van Ness Avenue

San Francisco, California 94102
E-mail: EDTariffUnit@cpuc.ca.qgov

December 3, 2012

Copies should also be mailed to the attention of the Director, Energy Division, Room
4004 (same address above).

In addition, protests and all other correspondence regarding this advice letter should
also be sent by letter and transmitted via facsimile or electronically to the attention of:

San Diego Gas & Electric Company
Attn: Megan Caulson

Regulatory Tariff Manager

8330 Century Park Court, Room 32C
San Diego, CA 92123-1548

Facsimile No. (858) 654-1788

E-mail: mcaulson@semprautilities.com

Pacific Gas and Electric Company
Attention: Brian K. Cherry

Vice President, Regulatory Relations
P.O. Box 770000, Mail Code B10C
San Francisco, California 94177
Facsimile: (415) 973-7226

E-mail: PGETariffs@pge.com

Southern California Edison Company
Akbar Jazayeri

Vice President of Regulatory Operations
Southern California Edison Company
2244 Walnut Grove Avenue

Rosemead, California 91770

Facsimile: (626) 302-4829

E-mail: AdviceTariffManager@sce.com

Southern California Edison Company
Leslie E. Starck

Senior Vice President

c/o Karyn Gansecki

Southern California Edison Company
601 Van Ness Avenue, Suite 2030
San Francisco, California 94102
Facsimile: (415) 929-5540

E-mail: Karyn.Gansecki@sce.com
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There are no restrictions on who may file a protest, but the protest shall set forth
specifically the grounds upon which it is based and shall be submitted expeditiously.

In accordance with Section 4 of General Order No. (GO) 96-B, SCE is serving copies of
this advice filing to the interested parties shown on the attached GO 96-B and
R.08-12-009 service lists. Address change requests to the GO 96-B service list should
be directed by electronic mail to AdviceTariffManager@sce.com or at (626) 302-4039.
For changes to all other service lists, please contact the Commission’s Process Office
at (415) 703-2021 or by electronic mail at Process _Office@cpuc.ca.gov.

Further, in accordance with Public Utilities Code Section 491, notice to the public is
hereby given by filing and keeping the advice filing at SCE’s corporate headquarters.
To view other SCE advice letters filed with the Commission, log on to SCE’s web site at
http://www.sce.com/AboutSCE/Requlatory/adviceletters.

For questions, please contact David LeBlond at (626) 302-0301 or by electronic mail at
david.leblond@sce.com

Southern California Edison Company

Akbar Jazayeri

AJ:bl:jm
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ADVICE LETTER FILING SUMMARY
ENERGY UTILITY

MUST BE COMPLETED BY UTILITY (Attach additional pages as needed)

Company name/CPUC Utility No.: Southern California Edison Company (U 338-E)

Utility type: Contact Person: Darrah Morgan
M ELC O GAS Phone #: (626) 302-2086
O PLC O HEAT O WATER E-mail: Darrah.Morgan@sce.com
E-mail Disposition Notice to: AdviceTariffManager@sce.com
EXPLANATION OF UTILITY TYPE (Date Filed/ Received Stamp by CPUC)
ELC = Electric GAS = Gas
PLC = Pipeline HEAT = Heat WATER = Water
Advice Letter (AL) #: 2818-E Tier Designation: 1
Subject of AL: Home Area Network Device Interoperability Validation Requirements and Testing Process and

The Eligibility Criteria

Keywords (choose from CPUC listing): Compliance

AL filing type: OO Monthly [0 Quarterly O Annual & One-Time [ Other

If AL filed in compliance with a Commission order, indicate relevant Decision/Resolution #:
Resolution E-4527

Does AL replace a withdrawn or rejected AL? If so, identify the prior AL:

Summarize differences between the AL and the prior withdrawn or rejected AL™:

Confidential treatment requested? [ Yes M No

If yes, specification of confidential information:
Confidential information will be made available to appropriate parties who execute a nondisclosure agreement.
Name and contact information to request nondisclosure agreement/access to confidential information:

Resolution Required? O Yes M No
Requested effective date: 12/3/12 No. of tariff sheets: -0-

Estimated system annual revenue effect: (%):

Estimated system average rate effect (%):

When rates are affected by AL, include attachment in AL showing average rate effects on customer classes
(residential, small commercial, large C/I, agricultural, lighting).

Tariff schedules affected:

Service affected and changes proposed®:

Pending advice letters that revise the same tariff sheets: None

! Discuss in AL if more space is needed.



Protests and all other correspondence regarding this AL are due no later than 20 days after the date of
this filing, unless otherwise authorized by the Commission, and shall be sent to:

CPUC, Energy Division
Attention: Tariff Unit

505 Van Ness Ave.,

San Francisco, CA 94102
Edtariffunit@cpuc.ca.gov

Akbar Jazayeri

Vice President of Regulatory Operations
Southern California Edison Company
8631 Rush Street

Rosemead, California 91770

Facsimile: (626) 302-4829

E-mail: AdviceTariffManager@sce.com

Leslie E. Starck

Senior Vice President

c/o Karyn Gansecki

Southern California Edison Company
601 Van Ness Avenue, Suite 2030
San Francisco, California 94102
Facsimile: (415) 929-5540

E-mail: Karyn.Gansecki@sce.com

San Diego Gas & Electric Company
Attn: Megan Caulson

Regulatory Tariff Manager

8330 Century Park Court, Room 32C
San Diego, CA 92123-1548

Facsimile No. (858) 654-1788

E-mail: mcaulson@semprautilities.com

Pacific Gas and Electric Company
Attention: Brian K. Cherry

Vice President, Regulatory Relations
P.O. Box 770000, Mail Code B10C
San Francisco, California 94177
Facsimile: (415) 973-7226

E-mail: PGETariffs@pge.com
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Home Area Network
Device Eligibility and Compatibility Validation Guide

We’re committed to offering customers choice, control and convenience over
how they manage their energy use. We welcome you to our Home Area
Network testing process and hope that you find this information useful.

This guide is for Home Area Network Device Manufacturers who are
interested in subjecting their commercially available Home Area Network
(HAN) devices to testing by California’s three major electric Investor-Owned
Utilities—Southern California Edison Company (SCE), Pacific Gas and Electric
Company (PG&E) and San Diego Gas and Electric Company (SDG&E) to
receive CA 10U validation for their commercially available HAN devices. The
validation is given when the devices are tested and proven to be able to join
safely and securely to our smart meters.

CA 10Us reserve the right to make changes at any time to this guide. This

document is pursuant to CPUC Resolution E-4527 (“HAN Implementation
Plan Resolution”).
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INTRODUCTION

Overview This guide provides Home Area Network (HAN) device manufacturers and other stakeholders a
comprehensive overview of the California IOUs’ HAN device eligibility and compatibility
validation process. CA I0Us are pleased to open its process to test HAN devices so that these
devices can get into the marketplace and become more widely available to our customers. This
guide assumes the reader possesses some basic level of HAN device knowledge and the Smart
Energy Profile (SEP) standard for HAN devices.

The goal of the validation process is to test eligible HAN devices in order to provide CA 10U
customers a public list of devices that are network compatible with their utility’s smart meters.
The devices on this public list must be commercially available for end-use customers to
purchase.

Please be aware that this device validation process is not a certifying body. The role of this
process is not to ensure that submitted HAN devices will function as described by their
manufacturers regarding all areas of their promised functionality. Rather,_this process is to test
and validate that the submitted, eligible HAN device can successfully pair with the smart
meters at the respective utility and their specific hardware /firmware meter versions in order
to provide customers with their real-time energy use.

Due to the continuing evolution of the technology, this guide is subject to ongoing revisions as
CA 10Us modify the validation process to accommodate and encompass new developments in
both HAN and smart meter technologies. Please note that the testing for each IOU may be done
at the utility’s lab or a third party lab (the “testing body”). This testing may involve a fee. For
more information on the device validation testing process for each utility, please refer to each
10U’s website (refer to “device submission process” section, below, for website information).

Smart Meters Deployment in service territories:
e  PG&E has deployed approximately 4.8 million Silver Springs Network (SSN) electric
smart meters through its service territory.
e SDG&E has deployed approximately 1.4 million Itron smart meters throughout its
service territory.
e SCE has deployed approximately 5.3 million Itron and Landis and Gyr (L&G) smart
meters throughout its service territory.

Validation Assumptions  Each I0U’s testing body operates under the following test conditions:

e  There are ZERO known issues with the device when it is submitted.

e Each HAN device submitted for validation must be submitted in the same packaging as
the device will be sold in.

e Itisrequired that the MAC address and Install Code be printed on the actual device
itself or available programmatically within the device.

e  Private profiles/clusters are not allowed.

e Number of devices allowed to connect to the meter:

o PG&E —SSN enabled GE and L&G residential and small commercial customer
meters will be tested with the devices. Up to 20 devices can be provisioned
to the meter; however PG&E strongly recommends using a gateway device if
a customer intends to connect more than 5 devices.

o  SDG&E - Itron residential meters used by SDG&E are tested with the devices.
Up to 3 devices can be provisioned at any given time.

o  SCE - SCE will conduct HAN device testing using Itron and L&G smart meters
with a mixture of hardware, firmware, and configurations. Up to 5 devices
can be provisioned at any given time.

Page 3 of 11
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Accepted Device Types

HAN Device
Compatibility with
Smart Meters
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Each 10U’s testing body is familiar with and able to validate the following HAN device types that
connect directly to the smart meter:

e  Gateways

e In-Home Displays

e  USBdongles

e  Load Control Devices and Plug Load Controls
Programmable Communicating Thermostats (PCT)
Range Extenders

Smart Appliances

CA I0Us require that the HAN devices be tested with Itron, L&G, and/or SSN meters to make
sure successful meter pairing and connectivity is possible before submitting your device to the
CA 10U(s) of your choice. Confirming your device is compatible with the meter manufacturer’s
technology is paramount within the IOUs’ HAN environments. Note that testing with a test
harness does not replicate testing with the physical meter hardware and firmware combination
for the utility. There are situations where a device may pass the test harness and fail testing
with the physical meter hardware and firmware combination.

For more information on these meter manufacturers test harnesses, please refer to:

SSN —
http://www.silverspringnet.com/partners/partner-registration.html

Itron —
https://itron.com/na/ContactUs/Pages/default.aspx

Landis & Gyr — http://www.landisgyr.com/na//en/pub/index.cfm
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DEVICE SUBMISSION PROCESS

Overview

Submission

Validation Queue

Interoperability Test
Cases

Security Test Cases

Performance Feedback

Device Acceptance or
Rejection
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This section describes how to submit your HAN devices for validation. For more information on the
testing process for each utility, including what meter manufacturer and firmware versions are
currently in production, please refer to each IOU’s website. Any updates to each utility’s process
will be posted on their respective websites.

PG&E: www.pge.com/HAN (vendor information will be available online starting Jan 2013)
SDGE: www.sdge.com/hantest
SCE: www.sce.com/HANTesting

Completely fill out, sign and submit your HAN Device Submission Form, Application and Agreement
via email with a copy of all required documents. All items on the HAN Device Submission Form,
Application and Agreement are mandatory unless indicated otherwise. Email your documents to:

PG&E - HANvalidation@pge.com
SDG&E - HANvalidation@semprautilities.com
SCE — HANvalidation@sce.com

Upon receipt of your submission documents, each utility will make sure that all required
information have been provided and will then clear your device for submission. You will be
notified by email to send_the four devices (or two devices, in the case of appliances) and all
applicable items noted in the submission form to an address provided by the utility.

Device hardware and firmware versions submitted for validation testing must be those that will be
sold to customers and must match the SEP certificate. If they don't, please contact
certification@zigbee.org to obtain instructions on how to get your devices submitted for retesting
and recertification. Resubmit your application to the IOUs for validation testing once all
documentation has met the mandatory requirements.

If additional information is needed, the utility will contact you.

NOTE: Do not send your device samples without first emailing a completed and signed HAN
Device Submission Form, Application and Agreement, all required items, and receiving an email
from the utility to mail your devices. Otherwise, the utilities cannot track your devices and it will
prevent us from placing them in the validation queue.

Your HAN device is placed in the validation queue upon receipt. The utility testing body will notify
you via email when the HAN device enters the validation queue.

The CA IOU’s testing body will test the interoperability use cases indicated in Appendix A. These
use cases are tested on all types of HAN devices submitted for validation.

Each IOU may have additional security test cases that are unique to that utility (i.e. back office
systems, infrastructure, and meter hardware and firmware). Each utility will provide you with
instructions on completing any additional security test cases when they clear your device for
submission to the validation testing.

Throughout the validation process, the testing body gathers and records feedback on your HAN
device. If the testing body encounters an issue with your device, a representative may contact you
for input. Otherwise, at the end of the testing process, the testing body will provide you with a
copy of the test case results on your device (see Appendix A for the list of interoperability test
cases).

If your HAN device passes all mandatory use cases, your device will be accepted and becomes part
of the utility’s list of validated HAN devices.
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Meter Hardware and
Firmware Updates

Device Retesting and
Revalidation
Requirements
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If your device fails one or more of the use cases, it will receive an overall “Fail” result. The testing
body will return the test report noting which use case(s) failed.

If you have given the testing body permission to keep your HAN devices, they will keep the devices
for future testing between devices, lab purposes, and demonstration events.

If you have not given the testing body permission to keep your HAN devices, they will send the
remaining devices back to you. Note that some device may be destroyed in the testing process as
part of the testing.

As each CA 10U uses new meter hardware or meter firmware in the future, you will have the
option of having your device retested with the new hardware/firmware combinations. The CA
I0Us understand that such meter changes may interrupt or impact device network compatibility.
CA 10Us cannot be responsible for ensuring that validated devices remain compatible. It is the
manufacturers’ responsibility to disclose this to purchasers of their devices. Such updates may
require device changes or updates by you, and retesting if you wish them to be re-validated.

The following criteria will require mandatory device retesting and revalidation:

1) The utility updates their meter hardware or meter firmware.

2) If manufacturer makes any changes to the device (i.e. firmware or hardware)..

3) Addition/exposure of a new feature and/or cluster to the ZigBee firmware.

4) Layout change of the module used; HW, SW or FW changes for the device(s) that the
ZigBee stack and app are running on, with the exception of changes in interface that do
not affect ZigBee or radio functionality (color display vs black and white, push button
light switch vs paddle switch, etc.)

Note: The last three criteria above also follow the ZigBee SEP retesting requirements.

In addition to the above mandatory retesting and revalidation requirements, the testing bodies
reserve the right to retest all previously validated devices at any time.
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DEVICE SUBMISSION FORM, APPLICATION AND AGREEMENT

MANUFACTURER INFORMATION

Business Name (“Applicant”): Lead Business Contact Name:
Email:
Phone:

ADDRESS: Lead Technical Contact Name:
Email:
Phone:

DEVICE CERTIFICATION Answers must be “Yes” on #1 - #4 below before the lab can invite you to send devices for validation

1) Isthe device SEP 1.X certified? Please attach a copy of the certificate and PICS 1 Yes O No
document.

2)  Does the device have production certificates? 1 Yes O No

3) Isthe device UL certified? Please attach a copy of the certificate. [J  Yes J  No

4) Is the device FCC certified? Please attach a copy of the certificate. [0 Yes 0 No

SUBMISSION INFORMATION

5)  Has this device been previously submitted (on different hardware or firmware versions, 1 Yes O No
for instance)? If so, to which testing body? What were the results? If it did not pass,
please explain:

6) Have you tested your device with an Itron meter?
a. Ifyes, at what type of event? (E.g. at another utility, an interoperability 1 Yes O No
event, or with a development kit obtained from Itron)?

b.  What meter hardware, form factor, firmware version, and model did you test
with your device?

7)  Have you tested your device with a Landis and Gyr meter?
a. Ifyes, at what type of event? (E.g. at another utility, an interoperability 1 Yes 0 No
event, or with a development kit obtained from L&G)?

b.  What meter hardware, form factor, firmware version, and model did you test
with your device?

8)  Have you tested your device with a SSN meter?
a. Ifyes, at what type of event? (E.g. at another utility, an interoperability 0 Yes 0 No
event, or with a development kit obtained from SSN)?

b.  What meter hardware, form factor, firmware version, and model did you test
with your device?

Page 7 of 11
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BUSINESS REQUIREMENTS A/l answers must be provided or answered “Yes” before the testing body can invite you to send devices for validation. Optional
information is noted where applicable.

9)  Where are your devices commercially available to end use customer? Please list website(s) or retailer(s).

10) How are you providing customer support for your device? E.g. email/FAQs & troubleshooting online; phone support

11) Are the device’s specs and documentation included with the device? Please attach a 0 Yes O No
copy of the documents
Please indicate which documents are included:
- User Guide (required) [0 Yes 0 No
- Installation Guide (required) 1 Yes 0 No
- Device release notes (required) 7 Yes 0 No
- Other [ Yes [ No
12) Does the device identify the currently installed firmware and hardware versions,
manufacturer, model name, serial number, MAC address, and Installation Code:
0 Yes 0 No
- Programmatically or on the device? [l Yes 0 No
- On the device packaging? (optional)
13) Optional Item: If validated and kept, can the utility display the device at HAN-related 1 Yes O No
demonstrations?

DEVICE INFORMATION (For your convenience, you only need complete one form for each device model submitted, and not four for the four sample devices
(or two sample devices, in the case of appliances). Note that the testing body will keep these devices for testing.

Device Type, Model Name, and ZigBee Device ID: Your Device Hardware/Firmware Versions

(Note that these must match the ZigBee Certification. If they
don’t, please contact certification@zigbee.org to obtain
instructions on the recertification process. HW and FW
submitted for validation testing must be those sold to
customers):

ZigBee Processor and Stack Version (e.g. EM357 using EmberZNetPro 4.6.4, or similar if Freescale, Tl, Atmel, others)

Microcontroller (MCU) and version (e.g. ARM Cortex-M3, TI MSP430, Freescale HSC08, etc.)

Real Time Operating System (RTOS) and version (e.g. Linux, Windows CE, VxWorks, LynxOS, QNX, OSE, etc.), if applicable.

Please provide any profile extensions included in your device’s operation. It is mandatory that devices that use clusters from profiles other than SEP must
use SEP application-layer encryption unless otherwise specifically specified from not doing so in the SEP specification.

Information on the samples of the same device to be validated
(Vendor needs to submit 4 devices except for appliances, in which case 2 samples should be submitted)

Serial Number MAC ID Install Code

1)

2)

3)

4)
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RELEASE AND LIMITATION OF LIABILITY

The “Applicant,” whose signature is below, has received and read the Home Area Network Device Eligibility and Compatibility
Validation Guide (“Guide”), incorporated herein by reference, and has submitted a device for testing and validation by the
California electric investor-owned utilities’ (CA IOUsl) testing bodies. Applicant must sign this Release and Limitation of Liability
agreement (“Agreement”) before the CA IOU testing bodies will begin testing or validation of the Applicant’s device. This
Agreement is a “standard form” document that cannot be modified without prior approval by the California Public Utilities
Commission (CPUC).

Validation and Compatibility Not Guaranteed

Without limiting the generality of the contents of the Guide, Applicant acknowledges and agrees that the CA 10Us shall have no
liability hereunder for non-compatibility of Applicant’s devices with the CA IOUs’ smart meters or other technology systems, for
any reason whatsoever. CA IOUs may upgrade or modify their smart meter or other technology systems at any time and in any
way, in their sole discretion, which may render Applicant’s devices incompatible and/or inoperable with such systems.
Applicant bears the risk of failing to disclose this contingency to purchasers and users of its devices. Such upgrades or
modifications may require device changes by Applicant and retesting in order to be re-validated.

No Device Endorsement

The CPUC has ordered the CA IOUs to publish, for a limited time, a list of devices compatible with their meters. Applicant
acknowledges that device validation does not constitute endorsement by the CA I0OUs. Rather, device validation means only
that the particular version of the device was determined to have been able to connect to the smart meter and provide real time
energy information. Applicant may not use the logos of any of the CA 10Us in their marketing materials without advance
written approval of the affected IOU.

Timing and Duration of Testing

The CPUC has authorized the CA 10Us to conduct compatibility testing on a first-come, first-served basis, and has recognized
that the CA IOUs’ role in testing is temporary and will cease either upon CA IOUs’ exhaustion of testing-related funding, or upon
adoption of a robust standards-based interoperability certification process by one or more independent third-party
laboratories. Accordingly, Applicant has no reasonable expectation that its device will be tested within a particular time frame,
or that the CA 10Us will have time and resources to devote to re-testing a device that has either failed earlier rounds of testing
or that requires additional testing due to upgrades on the meter side or the device side.

Indemnification and Release of Liability

Applicant shall defend, indemnify and hold the CA IOUs, their current and future parent companies, subsidiaries, affiliates, and
their respective directors, officers, managers, shareholders, employees, agents, and representatives (each a “CA IOU
Indemnified Party,” and, collectively, the “CA 10U Indemnified Parties”) harmless for, from and against all damages, losses,
liabilities, expenses and costs (including, without limitation, reasonable outside and allocated in-house attorneys’ fees) arising
out of or in connection with Applicant’s (i) failure to comply with any applicable law, ordinance, rule, or regulation or strict
liability imposed by any laws and regulations; or (ii) breach of any provision, warranty, or representation of this Agreement.
Applicant shall defend, indemnify and hold the CA IOU Indemnified Parties harmless, from and against all damages, losses,
liabilities, expenses and costs (including, without limitation, reasonable outside and allocated in-house attorneys’ fees) arising
out of or in connection with any act or omission by Applicant or its employees or authorized agents related to or in connection
with this Agreement that results in (a) injury to or death of persons, including but not limited to customers, employees of
Applicant, and members of the general public; or (b) damage or destruction to property; or (c) statements, advertisements,
marketing material or representations pertaining to Applicant’s devices.

Applicant shall indemnify, defend and hold all CA 10U Indemnified Parties harmless from and against any and all claims, actions,
suits, proceedings, losses, liabilities, penalties, fines, damages, costs or expenses, including without limitation, reasonable
outside and allocated in-house attorneys’ fees of any kind whatsoever arising from or in connection with (a) actual or alleged
infringement or misappropriation by Applicant of any patent, copyright, trade secret, trademark, service mark, trade name, or
other intellectual property right; and (b) Applicant’s violation of any third party license to use intellectual property.

! The California I0Us are Southern California Edison Company, Pacific Gas and Electric Company and San Diego Gas &

Electric Company.
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CA 10Us shall have no liability to Applicant hereunder for damages of any kind, whether consequential, indirect, direct or
otherwise, including damages relating to the market success or failure of a device submitted pursuant to the Guide

Applicant represents and warrants that (a) the execution hereof and such submission has received all necessary legal and
corporate or business entity authorizations and does not conflict with any legal or contractual requirements to which it is
subject; (b) the individual signing below has authority to obligate it hereunder, that all information submitted by it is true and
correct, and (c) all such contact information below shall be updated by it so as to remain true and correct at all times during
which its devices remain validated.

This form contract may be modified, from time to time, by the California Public Utilities Commission in the exercise of its
discretion.

Applicant:

Signed By:

Name and Title of Signatory

Date:
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APPENDIX A, INTEROPERABILITY TEST CASES

CA 10U Interoperability Testing Requirements

To be tested on each IOU’s meters

Tests Test Objective
Join the meter | The device is capable of joining the meter and authenticating with success.
Key establishment procedure|Each step of the key establishment procedure is successful.
o ~ The device shall be able to rejoin by itself, at network level, to the previously associated meter after a device reset. (e.g. button press, menu option, pinhole
Rejoin the meter after device soft reset
reset)
'é" Rejoin the meter after device power outage (device power outage =5 min)|The device shall be able to rejoin by itself, at network level, to the previously associated meter after power failure
_§ Rejoin the meter after device power outage (duration = 1 min). Test with|The device shall rejoin at network level to the previously associated meter after power outage. This will be tested with 10 power outages with the duration of
8 (10) cycles of power outages.|each outage = 1 min
£ L
Rejoin the meter after meter power outage (meter power outage = 15 . P . . . B
E ] P e ( L B! min) The device shall be able to rejoin at network level to the previously associated meter after a 15 min power outage in the meter.
o
= L
Rejoin the meter after meter power outage (meter power outage = 12 . L . . .
& d B e ( B = h ) The device shall be able to rejoin at network level to the previously associated meter after a 12 hour power outage in the meter
8o our]
=
'g Rejoin the meter after meter soft reset|The device shall rejoin at network level to the previously associated meter after a soft reset in the meter. (Note that this is tested on PG&E meters only)
5 Commission to a different meter, HAN device hard reset|The device shall be capable to be commissioned to a different meter
=
§ HAN device leave| HAN device can be decommissioned from the HAN network by the meter
Rejoin after long (24 hour) power outage on HAN device| HAN Device can rejoin to the previously associated meter after powering off the HAN device for 24 hours
. . . The HAN device shall be able to join the meter (after a power outage) in a channel with the meter plus three additional ZigBee networks in operation while the
Commissioning after network outage (with other networks in the channel) B N
HAN join flags is on
Synchronize time after join|The meter is a time server, the HAN device shall be able to detect the meter as a time server and synchronize with it,
E Synchronize time after reset| The device shall be able to re-synchronize time with the meter after a meter soft reset.
= Synchronize time after rejoin on device power outage|The device shall be able to synchronize time with the meter after a rejoining procedure or recovering from power outage.
Synchronize time after meter power outage| The device shall synchronize time after recovering the communication with the meter.
Summation Format 1 decimal place|The device shall display the summation information from the meter using the formatting information form the meter with at least 1 decimal precision
Demand Format 1 decimal place|The device shall display the current demand or consumption using the formatting information from the meter with at least 1 decimal of precision.
Historical Format 1 decimal place might display historical consumption, and if it does, it shall use the formatting information from the meter with at least 1 decimal of precision.
By . -
£ shall not have the usage value for this attribute hardcoded.
% Unit of measure |(Changing the value of this attribute prior to joining the HAN devices shall show the HAN device reading this attribute and displaying the usage in the proper
s units.)
Summation formatting | The device shall display the consumption information according to the meter’s configuration
Change Di The device must use the attribute from the meter to apply the correct divisor for energy usage.
Change Multiplier Attribute [ The device must use the attribute from the meter to apply the correct multiplier for energy usage
8
= Support price information from the meter only| Devices should not come with fixed or hardcoded price data.
a
c
K .g No manufacturer specific profiles/clusters| The HAN device shall not have any manufacturer specific profile/clusters.
i
o 5 All APS communications shall be secured|Any APS profile specific communication shall be secured with APS layer encryption. All ZCL commands and cluster spes shall be secured
The HAN device shall be able to change to a different channel frequency as indicated by the electric meter and continue to resume HAN operations without
o = errors. (Note that this is tested on PG&E meters only)
o =
=& The HAN device shall be able to change to any of the sixteen ZigBee (802.15.4) channels in the spectrum while attempting to join the meter
=z
=
< Connection lifetime, 72 hours|The objective is to show that the HAN device can remain connected and actively communicating with the electric meter for a period of at least 72 hours.
£
S
3
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PG&E Gas and Electric
Advice Filing List
General Order 96-B, Section IV

1st Light Energy Department of General Services North America Power Partners

AT&T Department of Water Resources North Coast SolarResources

Alcantar & Kahl LLP Dept of General Services Northern California Power Association

Ameresco Douglass & Liddell Occidental Energy Marketing, Inc.

Anderson & Poole Downey & Brand OnGrid Solar

BART Duke Energy PG&E

Barkovich & Yap, Inc. Economic Sciences Corporation Praxair

Bartle Wells Associates Ellison Schneider & Harris LLP R. W. Beck & Associates

Bloomberg Foster Farms RCS, Inc.

Bloomberg New Energy Finance G. A. Krause & Assoc. SCD Energy Solutions

Boston Properties GLJ Publications SCE

Braun Blaising McLaughlin, P.C. GenOn Energy Inc. SMUD

Brookfield Renewable Power GenOn Energy, Inc. SPURR

CA Bldg Industry Association Goodin, MacBride, Squeri, Schlotz & San Francisco Public Utilities Commission
Ritchie

CENERGY POWER Green Power Institute Seattle City Light

CLECA Law Office Hanna & Morton Sempra Utilities

California Cotton Ginners & Growers Assn  Hitachi Sierra Pacific Power Company

California Energy Commission In House Energy Silicon Valley Power

California League of Food Processors International Power Technology Silo Energy LLC

California Public Utilities Commission Intestate Gas Services, Inc. Southern California Edison Company

Calpine Lawrence Berkeley National Lab Spark Energy, L.P.

Cardinal Cogen Los Angeles County Office of Education Sun Light & Power

Casner, Steve Los Angeles Dept of Water & Power Sunrun Inc.

Center for Biological Diversity MAC Lighting Consulting Sunshine Design

Chris, King MRW & Associates Sutherland, Asbill & Brennan

City of Palo Alto Manatt Phelps Phillips Tecogen, Inc.

City of Palo Alto Utilities Marin Energy Authority Tiger Natural Gas, Inc.

City of San Jose McKenna Long & Aldridge LLP TransCanada

City of Santa Rosa McKenzie & Associates Turlock Irrigation District

Clean Energy Fuels Merced Irrigation District United Cogen

Clean Power Modesto Irrigation District Utility Cost Management

Coast Economic Consulting Morgan Stanley Utility Specialists

Commercial Energy Morrison & Foerster Verizon

Consumer Federation of California Morrison & Foerster LLP Wellhead Electric Company

Crossborder Energy NLine Energy, Inc. Western Manufactured Housing

Communities Association (WMA)
Davis Wright Tremaine LLP NRG West eMeter Corporation
Day Carter Murphy NaturEner

Defense Energy Support Center Norris & Wong Associates



